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Abstract

Producing a functionally correct integrated
circuit is becoming increasingly difficult.  No matter
how careful a designer is, there will always be
integrated circuits that are fabricated, but do not
operate as expected.  Providing a means to
effectively debug these integrated circuits is vital to
help pin-point problems and reduce the number of
re-spins required to create a correctly-functioning
chip.  In this paper, we show that programmable
logic cores (PLCs) and flexible networks can provide
this debugging capability. We present an
architecture and example implementation.  We show
that the area overhead of this proposed architecture
would be well below 10% for many target ICs.

1. Introduction

Advances in integrated circuit (IC) technology
have made possible the integration of a large number
of functional blocks on a single chip.  There are
many challenges associated with this high level of
integration.  One of these challenges is ensuring that
the IC design is functionally correct.  Although pre-
fabrication simulation is used to help ensure that the
IC performs as desired, the complexity of modern
ICs prevents exhaustive verification.  Design errors
(bugs) are often found post-fabrication.  For complex
ICs, the process of verifying and debugging new
devices is a significant cost and time investment [1].
As the level of IC integration continues to rise, this
problem will be exasperated as more functionality is
combined into a single “black-box” that must be
tested using only the external chip interfaces.

In this paper, we show that programmable logic
cores (PLCs) embedded on fixed-function ICs [2, 3]
offer a unique opportunity to address this problem.
During the post-fabrication verification of ICs, a
flexible network is used to provide relevant signals
from within the fixed-function IC to the
programmable logic core; the programmable logic
core is then be used to monitor these signals, and
return information about these signals to the verifier
(possibly in real-time).  In more complicated cases

the verifier can override the internal signal to observe
the effect on the output of the IC.

Embedding programmable logic cores on fixed-
function SoCs is not new [4, 5, 6].  In these previous
designs, however, the purpose of the programmable
logic core is to provide post-fabrication flexibility for
the design itself.  Using this approach the parts of the
design that are expected to change are mapped to the
programmable logic core.  Then, if requirements
change post-fabrication, these changes can hopefully
be incorporated into the programmable logic portion
of the chip.  Our approach is different in that our
programmable logic core is not used to implement
part of the design.  Instead, we use the programmable
logic core solely to implement debugging circuitry
that will be used to debug the fixed-function chip.
This unique use of a programmable logic core
requires a unique flexible network, as well as unique
interface circuitry.   Our debugging architecture,
which contains the programmable logic core as well
as the network and interface circuitry, is the focus of
this paper.

The post manufacturing re-configurability of the
network and programmable logic core is a key aspect
of the technique.  During post-fabrication
verification, the region of the circuit being debugged
may change over time, and in any case, is not likely
predictable during design time.  The flexible network
allows the verifier to select the internal signals that
are of interest for any given test, and the
programmable logic core provides a means to
process these signals in a manner that depends on the
debugging task being performed.

The ability to easily verify ICs in this way
provides a number of benefits: 1) Reduced time-to-
market because of an increased ability to isolate and
understand unexpected behaviours, 2) Decreased
resources required for post-manufacturing
verification because of an increase in the functional
coverage of a given test, 3) Elimination of design
revisions caused when one design error hides a
second error, 4) Increased customer satisfaction
because of enhanced ability to provide “work-
arounds” to known bugs.



This paper is organized as follows.  Previous
work in this area will be outlined in Section 2.
Section 3 outlines the framework that we have
assumed.  Our debugging flow and architecture is
described in Sections 4 and 5.  Finally, Section 6
shows that the overhead required by our architecture
is modest.

2. Previous work

The observation or control of intermediate
signals/variables is an important tool that is
commonly used when debugging systems.
Implementation of this technique in the software
portion of a system is straight-forward using standard
debug software. In the hardware portion of a system,
internal signals can be observed or controlled using
test points.  However, these test points can only be
inserted at the circuit board level, or, if an FPGA
implementation is used, within the FPGA [7, 8].  It is
difficult to observe or control signals within fixed-
function ICs.  After fabrication, the chip cannot be
easily modified to provide these signals to output
pins where they can be observed.  Even if the signals
were identified before fabrication, providing external
access to these signals at design-time is problematic
since I/O resources are often limited and do not
operate at the high speeds that would be required.

A number of methods have been used to facilitate
functional debug of post-silicon ICs.  Some of these
methods are ad-hoc, such as controlled un-loading of
DFT scan chains.  Other methods are more
formalized such as in-circuit emulation (ICE) for
stand-alone processors [9].  Modern processors have
made use of the JTAG boundary-scan mechanism to
enable similar functionality.  Recently there have
been proposals to extend the JTAG based access to
support ICs with multiple CPUs on a single die [10].
These targeted mechanisms make use of key
characteristics of processors that are not present in
general digital logic designs. They rely on the ability
to halt the processor to examine the signals.  This is a
requirement because the test interface of these
mechanisms is much slower than the internals of the
processor.  In addition, the interface for a processor
is well defined and it is possible to create specialized
debug logic to address a number of possible
debugging situations.  With the trend towards
system-on-chip (SoC) designs, application-specific
logic and processors are being combined on a single
die.  This application specific logic is rarely designed
to enable controlled halting of the normal operation.
IP blocks such as high-speed serial
receivers/transmitters and clock synthesis units will
not tolerate clocks that are not free-running.  These
blocks often require clocks to be maintained in a
specific frequency range.  In addition, application-
specific digital logic often communicates with ad-
hoc interfaces, making it difficult or impossible to

design fixed debug logic that will be useful once a
problem is discovered.  In order to effectively debug
this logic, flexible, full speed, real-time debugging is
required.   Programmable logic cores (PLCs) have
the potential to provide this functionality.

Figure 1: Baseline Architecture

3. Framework

We assume a SoC design containing multiple IP
cores, as shown in Figure 1.  Typically, at least one
of these cores will be a processor.  These cores can
be connected either by fixed wires, or via a Network-
on-Chip (NoC) architecture [11].  Although it has
been suggested that, in future integrated circuits, all
inter-block communication will be done using
dynamic packet-based networks, today’s integrated
circuits often contain a mix of networks and fixed
wires to connect IP blocks.  Our technique works
with both styles of interconnect; in the following
discussion we assume that most inter-block
communication is done using fixed direct wires,
while a NoC is used only for communication
between the processor and the IP-blocks.

4. Debugging flow

Figure 2 shows how the baseline architecture of
Figure 1 can be enhanced to improve the ease with
which the system can be debugged.  The heart of the
debugging architecture is the Programmable Logic
Core (PLC) which is used to observe and control
internal signals in the rest of the integrated circuit.
The PLC is connected to the rest of the chip using an
interface buffer and access network.  In addition, the
PLC can communication with the on-chip CPU using
a shared bus or NoC (which probably already exists
in the SoC).   This subsection describes how a SoC
designer (or verifier) can use the architecture of
Figure 2 to ease the debugging process.

At design time, the SoC designer does not yet
know whether the chip will fail, and if so, how it will
fail.  Thus, it is impossible to select a set of signals
within the integrated circuit that will be connected to
the PLC.  Instead, the designer chooses a much
larger set of signals (which we refer to as the



observable/controllable signals) from the integrated
circuit, and connects them to the input of the access
network, as shown in Figure 2.  In the next section,
we consider access networks with up to 7200 inputs.
Although this is a large number of
observable/controllable signals, it is still not
sufficient to provide access to every internal signal in
an integrated circuit.  Although the selection of the
observable signals is somewhat instance-dependent,
we assume that all signals that are used to connect IP
blocks to other IP blocks are selected (we do not
consider signals internal to IP blocks as
observable/controllable signals).  However, our
technique will work equally well if the designer
wishes to provide the ability to control/observe
selected intra-IP block signals as well.

Figure 2: Enhanced Architecture

After the chip has been fabricated, and is
deemed to require debugging, the designer (or
verifier) can program debugging circuitry into the
programmable logic core (PLC).  The PLC is used to
pre-process observed data before passing it to the
supervisorary processor (or test interface), and to
provide high-speed control of the IC’s internal
signals based on directions from the supervisorary
processor (or test interface).  By allowing debug
signals to be manipulated, the use of the PLC
significantly reduces the off-chip communication
requirements.  For example, a counter may record the
number of transitions on a signal over given period,
and only return the total number of transitions.  As
another example, key bytes in the data stream could

be recorded while other unimportant signals could be
discarded.

In addition to programming the PLC, the designer
or verifier can select signals from the set of
observable/controllable signals to connect to the
PLC.  Since the number of pins on a PLC is typically
smaller than the number of observable/controllable
signals, an access network is used to select the
observable/controllable signals that will drive and be
driven by the PLC.  The configuration of this
network (i.e. which observable/controllable signals
are connected to the PLC) can be programmed at the
same time as the PLC by programming memory bits
that control the routing paths in the network.

5. Architecture

This section presents more details regarding each
component in the architecture of Figure 2.

5.1. Programmable logic core

As described earlier, the programmable logic core
(PLC) is used to pre-process observed data and to
provide high-speed control of the IC’s internal
signals.

Programmable Logic Cores have been well
studied [2] and commercial PLC's are available from
several vendors [3,15,16].    For the application
described in this paper any one of these cores would
provide the desired functionality.  However, the logic
density and performance of the core will have a
direct impact on the efficiency of the overall scheme.
In our architecture, we need only a small amount of
programmable logic (since we don't intend to replace
entire IP blocks); we estimate that a few thousand
ASIC gates would be sufficient for most debugging
tasks.  However, for our current area estimates we
use a larger (10,000 gates) commercial PLC.  This
ensures conservative overhead estimates.

In addition to flexible resources, most modern
FPGAs, and many commercial PLCs contain
embedded RAM.  This RAM is important in our
application since it allows test data to be stored in the
PLC itself.  Since the RAM takes up area that could
otherwise implement logic, there is a trade-off
between the amount of logic and the amount of
storage provided in the PLC.  The best choice for this
trade-off is again very application-dependent.



Figure 1  ‘Observe’ Access Network Architecture

5.2. Access network

As described above, the access network is used to
programmably connect any subset of the
observable/controllable signals to the PLC.

Although there are several possible ways of
designing this network, we employ a concentrator
network [12].  Such a network has n inputs and m
outputs (the inputs and outputs can be reversed to
construct a bi-directional network) where n>m.  The
network has the property that any subset of size ≤ m
of the n  input signals can be connected to the
outputs, but without regard for the order of the output
signals.  This relaxation of the output ordering
constraint takes advantage of the fact that all pins in
a PLC are equivalent. Previous work has shown
practical constructions of these networks with low
area cost and low network depth [13].

Figure 3 shows the structure of the ‘observe’
portion of our network.  The network structure for
the ‘control’ portion of the network is very similar
since a mirror of the network can to be used in the
reverse direction.

We use a two-stage network implementation.
The n inputs are partitioned into k groups [18], where

k is the number of IP blocks.  We assume that the
size of each of these k groups of inputs is ≤ m, the
number of network outputs.  In the first stage of the
network each of the k  groups is considered
independently.  A class of network called a hyper-
concentrator is used for each of the k groups.  A
h y p e r - c o n c e n t r a t o r  is closely related to a
concentrator.  It is a network with x inputs and x
outputs such that any set of inputs can be mapped to
any contiguous set of outputs without regard for the
ordering of these outputs.  We use the hyper-
concentrator construction proposed by Narasimha
[19], which is low cost in terms of switches and has
moderately low network depth.  The outputs of each
hyper-concentrator are registered to ensure that the
network can run at the speed of the integrated circuit.

The above assumes that each IP block has the
same number of pins, k.  If this is not the case, the
same hyper-concentrator network is constructed for
each IP block based on the IP block with the largest
number of pins.  Standard logic optimization tools
are used to remove unneeded logic.

The second stage of the network combines the
outputs of the k hyper-concentrators with a simple
multiplexed bus structure. We use an enabled OR-
tree implementation, as shown in Figure 3.  This
implementation is advantageous as it avoids the



problem of having the configuration bits of the
multiplexed network distributed throughout the IC
interconnect.

A rigorous proof exists showing that this
structure meets the definition of a concentrator
network [18].  However, it is possible to intuitively
understand that this structure provides the
functionality of a concentrator.  Each of the k sets of
inputs can be considered one at a time.  For each set,
if there exist inputs in the set that need to be routed,
the first stage of the network maps these input into a
contiguous set.  Since the hyper-concentrator can
map to any contiguous output set, the contiguous set
can be mapped such that it begins at the first
unoccupied position on the multiplexed bus.  If each
of the k sets is considered in order and the number of
selected inputs n  is ≤  m  (which is required by
definition), then there will never be a conflict on the
bus.  As long as there is no conflict on the bus any m
of the n  input signals will be able to reach the
outputs.  Notice however it will not be possible to
specify the ordering of the outputs.  This is not a
problem when connecting to a PLC since functional
signals can be mapped to arbitrary physical I/O.

5.3. Interface buffers and clock generation

Because the operating frequency of the
programmable logic core is likely less than that of
fixed logic, buffering is required on the interface
between the access network and the PLC.  The
problem of communicating across clock domains has
been addressed in a number of ways [14]; we use a
basic serial-to-parallel buffer between the access
network and the PLC, as shown in Figure 4. This
buffer maps each bit from the (fast) fixed logic to
multiple pins of the (slow) PLC.  The number of
PLC pins associated with each fixed logic signal is
application-dependent and depends on the ratio of the
clock frequencies of the PLC and fixed logic.  Note
that this solution does not impose any flow control
on the signals between the fixed logic and PLC such
flow control would not be possible if real-time
operation is to be maintained.

For our current implementation we provide a
fixed 4:1 ratio between the clock speed of the fixed
logic and the clock speed of the PLC.  The PLC
clock is derived from the main IC clock.  It would be
possible to create a highly configurable interface
buffer and clock generation scheme.  This would
allow for many different simultaneous clock rates
and parallelization ratios.  This is left as future work.

Figure 4: Interface Buffer

5.4. Interface to CPU or test interface

In addition to a connection to the fixed logic
through the access network, our PLC can also be
connected to the fixed logic via a NoC or shared bus.
Typically, this may be a processor bus that is
connected to an on-chip or off-chip processor.  This
configuration would allow the software or firmware
running on the processor to control and coordinate
the debugging operation.

An alternative for controlling the debug logic is
to make use of an existing test interface on the IC.
Many ICs are designed with a standard (Joint Test
Action Group) JTAG test interface [17].   While this
interface was originally intended only to support
boundary scan to facilitate inter-IC connection
testing, it is possible to extend the functionality of
this interface to provide a low-bandwidth general
purpose test interface.  Compared with using the
existing supervisory processor, the JTAG interface
has the advantage of maintaining a separation
between the firmware and any debugging code
required.  However, the JTAG approach requires
some external logic on the printed circuit board
(PCB) to interface to the IC.

For our current implementation we use a bus
connection to an internal processor rather than using
the JTAG interface.

6. Area overhead

In this section, we estimate the area overhead of
our scheme.  Rather than present numbers for only a
single integrated circuit, we present overhead
estimates for a range of integrated circuit sizes and a
range of observable/controlleable internal signals.
These results are intended show the feasibility of our
proposal for a wide range of scenarios.

To calculate the area overhead, we created a
parameterized model of both the baseline and



enhanced architecture.  The model is parameterized
based on the total number of gates in all IP cores and
the number of observable/controllable signals.  The
area is calculated by summing the size of the IP cores
themselves, a published area estimate of a specific
programmable logic core and the area of standard
cell implementations of the interface circuitry and
access network.  A 90nm technology and the
STMicroelectronics Core90GPSVT standard cell
library were assumed throughout [20].

The PLC we assumed was the 90nm PLC from
IBM/Xilinx and we used the area estimate published
for this core [3].  This PLC is equivalent to
approximately 10,000 ASIC gates.  The PLC has 384
available I/O ports.  We assigned half of these I/O
ports to be inputs and the other half were assumed to
be outputs.  Taking into account the interface
buffering, the number of simultaneously observable
and controllable internal signals is therefore 23.  The
interface to the NoC/shared network is implemented
in the PLC logic and therefore required no additional
area overhead.

The access network area and interface buffer area
were calculated by synthesizing the architecture of
Figures 3 and 4 for various numbers of inputs.  For
the hyper-concentrator portion of the network we
used 2:1 multiplexers for switching and a flip-flop
(with enable) per 2:1 multiplexer for routing control.
The multiplexed bus was constructed using 2-input
‘OR’ gates, ‘AND’ gates and flip-flops to maintain
the state of the bus.  For the interface buffer between
the PLC and the access network, an optional serial-
to-parallel buffer was created for each PLC pin.
Each buffer contained enough storage to
accommodate a 4:1 ratio between the clock
frequency of the fixed logic and the PLC.  Flip-flops
(with enable) where used as the storage mechanism
in the buffer.

In order to better delineate the contributions to
the area overhead of the proposed architecture, the
network and PLC overhead are presented separately.
Figure 5 shows the overhead of the access network.
Integrated circuit sizes of between 5 million and 80
million gates were assumed (this is the sum of the
gate count of all IP blocks before the debugging
enhancements were added).  For each integrated
circuit size, the number of observable/controllable
signals was varied from 100 to 7200, and the area
overhead of the network relative to the original
integrated circuit was plotted.  As shown in Figure 5,
as the number of observable/controllable signals
increases, the area overhead of the network increases
linearly.  The figure shows that the overhead of the
access network for a 20 million gate integrated
circuit in which 7200 signals are to be controlled or
observed is roughly 2%.

Figure 5 Access Network Overhead
The area overhead due to the PLC core does not

depend on the number of controllable/observable
signals.  The PLC overhead is simply the area of the
PLC core divided by the size of the original
integrated circuit.  Using the 10,000 ASIC gate core
from IBM/Xilinx, the overhead of the PLC core
ranges from less than 1% to about 9% for our
assumed integrated circuits.   These overhead results
are shown in Figure 6.

Figure 6 PLC Overhead

Finally, Figure 7 shows the combined overhead
results.  The graph shows that for large IC designs,
the cost of implementing the extra logic to facilitate
post-silicon debug is modest. For example, on a 20
million gate ASIC it would be possible to observe
and control 7200 internal signals for an overhead of
5%.  Note that as the IC design becomes larger, the
area of the PLC is amortized and its overhead
becomes less significant.  For these large ICs the cost
of the access networks will be the important issue.



Figure 7 Architecture Overhead

7.  Conclusion

In conclusion, we have the shown that it is
feasible to integrate a PLC in such away that it could
be used to assist post-silicon debug of complex
modern ICs.  This will reduce time-to-market and
will enhance verification effectiveness. We have
outlined the integration of the architecture into ICs
and highlighted key design decisions that must be
addressed during this integration.  Finally we have
shown the overhead required for a specific example
implementation is quite modest for large ICs.
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