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Abstract Many audio applications such as audio surveillance and human acoustic
health monitoring require security protections for audio streaming over WSNs.
The process of watermarking which embeds small amounts of data (i.e., the wa-
termark) into the original audio is an effective technique to ensure the integrity
of received audio data at the receiver in energy-constrained WSNs. However, the
selection of positions to embed watermark into audio streams is critical to both
received audio quality and watermarking authentication performance in error-prone
wireless transmission environments. In this paper we propose an approach that
dynamically determines the range of middle sub-band components for embedding
the watermark with minimum quality distortions, based on psycho-acoustic models
and adaptive sub-band thresholds. In addition, through unequal network resource
allocation schemes the proposed approach protects both middle sub-bands and high
sub-bands, which include the important audio components. Our theoretical analysis
and simulation results demonstrate that the proposed quality-driven energy-efficient
watermarking approach for audio transmissions can achieve considerable perfor-
mance gains in WSNs.
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1 Introduction

A number of sensor-based audio applications such as acoustic surveillance and
health monitoring require security protection for audio delivery in WSNs. In these
applications, malicious intruders may access and modify the content of audio, de-
stroying the integrity of audio content. As shown in Fig. 1, malicious users in wireless
environments manipulate or eliminate the key audio elements so that the users
at the sink node receive forged audio with altered meanings. Therefore, an audio
authentication scheme is needed. Traditionally, authentication schemes [7, 21, 22]
at stream level require that the integrity of the data must be strictly maintained.
Any bit flip-flop can fail the authentication. Since Hash-chain or signature-based
authentication at the packet level introduces comparatively large data overhead that
consumes extra energy and bandwidth [6, 8, 10, 15], it is challenging to directly apply
these authentication techniques to sensor networks for audio authentication.

Audio watermarking, on the other hand, is an effective technique to offer security
protection for audio transmissions through the embedding of a small watermark into
the original audio data. There are many existing research approaches [16-18, 20]
for audio watermarking, which are primarily designed for copyright protection.
However, to the best of our knowledge, no significant research work has been
conducted for secure audio transmissions in wireless sensor networks based on
watermarking techniques.

In a traditional watermarking system, robustness and transparency are two major
goals. In sub-band codec-based watermarking schemes, e.g. watermarking MP3-
compressed audio, the main factor affecting these two goals is the appropriate
band selection for embedding watermarks. As reported in [11], in the sub-band
domain, low sub-bands are the most perceptually significant coefficients and contain
most of the audio signal’s energy. Therefore, only minor band distortions can be
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Fig.1 A motivational example for audio authentication in WSNs
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allowed for this region. High sub-bands contain the least perceptually significant
coefficients but are also most sensitive to noise. Therefore, only middle sub-bands
are appropriate places for embedding watermark data. However, determining the
positions of middle sub-bands using strict thresholds limits the flexibility and capacity
of the watermarking schemes.

In addition, in resource-limited WSNs the audio watermarking scheme must be
carefully designed to be energy-efficient and tolerable to error-prone wireless trans-
missions. To conserve energy in audio transmissions, the immediate solution is to
compress the audio data. One of the most efficient audio codec is the MPEG/Audio
standard. In this codec, the uncompressed PCM input audio signal is organized into
a sequence of 32 blocks of 12 time-domain samples each. Each set of 32 blocks is
then transformed into the frequency domain through filter banks. At the same time,
a psycho-acoustic model is utilized to process the PCM audio to find the masking
thresholds to be applied to the frequency components for sub-band coding. In [11],
the authors proposed a sub-band coding based watermarking scheme. In order to
achieve the robustness and transparency required for watermarking, the scheme
embeds the watermark into the middle sub-bands. As reported in [11], the PCM
audio is transformed into 32 sub-bands. Only mid-band coefficients are suitable for
embedding watermark information. The watermarking function for embedding a
spread-spectrum watermark is shown as follows:

F,=1"" . 1)
S, =S; —a; x W;, Embedding 0’

{ S;- = S;i+a; x W;, Embedding'l’
where g; is a scaling factor derived from the psycho-acoustic model, and W; repre-
sents the specified signature. A detailed analysis of this approach is provided in [11].
The basic idea of this scheme is to embed “1” or “0” into middle sub-bands of each
frame. Each frame uses the specified signature (e.g. PN sequence) to accommodate
one bit information. The statistic testing is employed for the watermark detection
procedure.

However, the thresholds for separating low, middle, and high sub-bands are not
easily determined for different types of audio, which increased the difficulty in
determining appropriate watermarking positions. Their watermarking scheme also
requires a large number of sub-bands in each frame for embedding the watermark
effectively, and thus necessitates statistical verification later at the receiver. A single
audio frame in sensor networks typically contains only a few coefficients, making the
watermarking verification procedure in [11] at the receiver site impractical.

In this study, we first propose a watermarking scheme to embed the watermark
into two consecutive frames, which can accommodate more signature information
in the middle band with less distortion. In this proposed approach, if any of the
two frames is attacked, the authentication will fail due to the incompletely ex-
tracted watermark information. Thus the dual-frame security protection improves
the authentication performance in malicious wireless environments. Secondly, the
thresholds for the separation of low and high sub-bands are adaptively selected based
on network conditions, audio quality and authentication performance requirements.
The proposed watermarking scheme can offer the watermarking flexibility and the
gains of optimizing both the quality and the authentication performance in wireless
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environments. In WSNs, the error prone wireless channel can cause packet loss,
resulting in degraded audio quality and reduced watermark reliability in WSNs. If
some of the data components containing watermark information are degraded or
lost during wireless transmissions, the watermark information may not be extracted
or be statistically verifiable. The watermarked components’ quality becomes critical
and extra network resources should be allocated to protect their transmissions over
WSNs. As shown in our previous studies [25, 26], there is a tradeoff between the
quality and resource allocation strategy under resource constraints (e.g. energy,
bandwidth, computation capability). When more resources are allocated to protect
the transmissions by decreasing the packet loss ratio in wireless environments,
the audio quality gain can be achieved. In addition, efficient resource allocation
strategies should consider the unequal importance of audio data. In the proposed
watermarking scheme, more resources should be allocated to protect the transmis-
sions of high-importance sub-bands rather than less important sub-bands. There is a
tradeoff between the overall audio quality and watermark quality under resource
constraints. For example, if more energy is budgeted for protecting the low sub-
bands, less energy will be available for the middle sub-bands. The optimal tradeoff
point between them should be determined in order to improve both the watermark
component quality and overall audio quality.

In this paper, we propose a quality-driven and energy-efficient watermarking
system for audio transmissions in WSNs. The watermark is embedded into the middle
sub-bands, while the low sub-bands containing most of the audio signal’s energy are
highly protected. The least amount of resources is invested into the high sub-bands
that represent the least important information (e.g. noises). The significance and
original contributions of our proposed approach are described as follows:

1) It enhances the watermarking algorithm in [11] for audio authentication in
WSNs. In our scheme the watermark is embedded into two consecutive audio
frames, which improves the signature capacity of watermarking and authentica-
tion performance.

2) It provides Unequal Error Protection (UEP) on the low sub-bands.

3) [Italso provides UEP on the middle sub-bands.

4) It adapts both the low and high sub-band thresholds collectively for two consec-
utive frames to assure audio quality and security performance.

5) It provides a solution to optimize both the watermark components and overall
audio quality under the resource constraints in WSNs.

The proposed scheme can achieved both robustness and transparency. Especially,
it can tolerate the distortions caused by both the audio compression (source coding)
and wireless channel errors. Compared with traditional authentication methods such
as MAC (message authentication code), the proposed watermarking approach has
less overheads when it is aware of the multimedia content.

The remainder of this paper is organized as follows: Section 2 provides a literature
review of existing techniques for both audio watermarking and multimedia trans-
mission quality protection. In Section 3, a quality-driven watermarking optimization
problem for audio transmissions is formulated. The detailed algorithm for the
proposed scheme is described in Section 4. Simulation and experimental results are
shown in Section 5. The conclusions are provided in Section 6. The following presents
the notations of the symbols used in the paper.
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Symbols Notations

Wi Specified ith signature

o Scaling factor

TL, Low subband threshold for nth frame
TH, High subband threshold for nth frame

w[Qr]  The expected audio distortion reduction of the frame n when the unequal

resource allocation (URA) is employed

d; The distortion reduction resulting from the source data in
the jth subbands
k(j) The packet error probability under channel conditions when the

appropriate network resources are allocated to protect the ith packet.
e Energy consumption
RTY.x  Maximum retransmission retry limit

2 Literature review

The existing audio watermark techniques can be divided into three major classes:
a) time domain watermarking [2, 3, 5], b) frequency domain watermarking [11]
and c¢) compressed domain watermarking [1, 4, 29]. Spread spectrum-based coding,
echo hiding and phase coding are three major types of time domain watermarking
techniques. In [3], the authors proposed a pseudo noise (PN) sequence-based
watermarking scheme, which makes embedded watermark almost inaudible. In this
scheme, the original signal and the PN-sequence must be available for the verification
and detection. The scheme has the advantages of high detection rates. In [11], authors
studied audio data hiding based on spread spectrum (SS) technique in the sub-band
domain. It employs psycho-acoustic models to limit the introduced distortion. The
novelty of this approach is to embed the watermark into the middle sub-bands rather
than high or low sub-bands with less distortion to the audio quality. It calculates SMR
(Signal-to-Masking Ratio) the corresponding scaling factors that control introduced
distortion due to watermarking. In [1], the authors present a phase modulation-based
audio watermarking. The inaudibility of the watermark is achieved by using small
absolute phase shift. Their approach transforms the audio into multiple segments
using overlapping windows and FFT (Fast Fourier transform), and the watermark
is embedded into every other segment. The watermarking approach in [4] embeds
watermarks into MPEG-2 AAC bit streams such that the watermark can be detected
in the decompressed audio data. The advantage of this approach is to support
efficient real time watermarking with less computation overheads. In [29], audio
authentication is provided for speech protection through CELP speech coder and
fragile watermarking. However, all these existing watermarking schemes are not
easily applied to the resource-constrained WSNs to enable audio data authentication.
These techniques lack the following features for successful audio watermarking for
WSNs.

Traditional plain authentication techniques are to assure data integrity when
malicious intruders intend to access and modify content delivered over wireless
networks. However, in these schemes, a single bit failure due to the channel error
could fail the authentication, which is not appropriate for multimedia whose semantic
meaning of the content may not be changed due to this failure. In error-prone
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wireless sensor networks, bit errors and packet losses are inevitable due to ambient
interferences. Therefore, there is a strong need for designing robust channel aware
authentication schemes for multimedia transmissions. Preliminary researches [12—
14, 31, 32] have been developed to provide robust authentication based on the
invariant features extracted from the multimedia content. However, these schemes
are conducted at the frame level using MAC (Message Authentication Code), which
leads to extra authentication bits embedded in the frame. These extra bits increase
communication overheads, and thus degrade the energy efficiency in WSNs. The
feature of multimedia content are not considered in these schemes.

— Any audio watermarking techniques in WSNs must be energy-efficient and
computation-efficient. The watermarking should not introduce significant data
overhead into the original audio stream. Any extra data overhead consumes
extra energy resources for both communication and computation.

— Any audio watermarking in WSN must tolerate the transmission distortions in
error-prone wireless environments, and the watermark information should be
extracted and statistically verifiable at the receiver site.

The watermarking technique proposed in [11] has the advantage of embedding a
small watermark into the middle sub-bands of the original audio and is robust against
compression distortion. It can potentially be applied in WSNs to achieve energy,
computational and security efficiency. To resist the transmission distortions due to
the wireless channel error in WSNs, unequal error protection (UEP) approaches
have been studied by the research community. The simplest method of UEP is
to allocate different channels for different types of data. In [9], a perceptually
controlled UEP scheme is proposed for transmitting audio over IP networks. In [2§]
Reed Solomon FEC (Forward Error Correction) codes are employed to provide
UEP for audio streams. In [19], the authors consider a Media-Specific FEC for
audio transmission quality protections. In our previous work [24], the unequal
importance of audio stream is identified and unequal resource allocation is employed
to achieve high-quality audio transmission. Since digital audio streams typically
have non-uniform perceptual importance, UEP can be used for multimedia trans-
mission protection over wireless channels. In addition, the transmission distortion
in wireless environment could also degrade the watermark part quality and make
watermark undetectable at the receiver site. The current published research lack the
interaction between watermarking and the UEP communications schemes to resist
distortion and provide the audio authentication and quality transmission in resource-
constrained WSNs. In this study, our contributions are two-fold:

1) The watermarking technique based on sub-band coding is explored for secure
audio transmissions over WSNs. The watermark is embedded into two consec-
utive frames to accommodate a larger signature and thus make the verification
procedure more accurate and robust.

2) The transmissions of low sub-bands that contain important information and
middle sub-bands with the embedded watermark are highly protected through
efficient UEP with resource allocations. The thresholds of separation among
high sub-bands, middle sub-bands and low sub-bands are dynamically de-
termined based on the network conditions and performance requirements.
Through them, both audio quality and watermark component quality are
improved.
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3 Problem statement

To ensure high quality and secure audio transmissions over WSNs, a quality-driven
energy-efficient audio transmission scheme based on watermarking is required. The
watermarking technique in [11] has great potential to be applied to WSNs due to
its robustness, computational efficiency, reduced watermarking overhead, and a sub-
band coding based compression-domain technique that is applicable to the popular
MPEG codec. Also, it can tolerate the distortion that results from audio compression,
strongly required for audio transmissions in WSNs.

However, there are several challenges for applying that scheme to energy-
constrained WSNss:

— The watermarking scheme requires a significant number of embedding
coefficients in each audio frame. Nevertheless, a single short frame in sensor
networks is not enough to accommodate the signature for accurate watermark
verification.

—  Wireless transmission distortion degrades the audio quality as well as the quality
of the frequency components that include the watermark information. The
distorted watermark components make it difficult to verify the trusted audio
at the receiver site. Most current watermarking schemes do not consider the
distortion caused by the error-prone wireless channel.

— When the watermark is embedded in the middle sub-bands, ensuring the re-
ceived quality of these sub-bands is vital to watermark retrieval and verification.
Therefore, both low and middle sub-bands need to be protected. Given a
limited energy consumption budget, less invested energy for middle sub-band
protections lead to more invested energy left for low sub-bands. Thus, there is a
tradeoff between the protection on the middle bands and low bands.

In response to these challenges, we have studied a quality-driven energy-efficient
audio watermarking scheme. As shown in Fig. 2, in our proposed scheme, the
watermark information is carried by the generated specified signature (W, + W),
which is embedded into two consecutive audio frames. The middle band positions
where the watermark is embedded are based on network conditions and dynamically
determined by the required watermark and audio quality. In order to assure the
required audio quality, the low sub-bands that contain the most important audio

Fame n Fame n+1
header CRC Bit Allocation| Scale Factors | Ancillary data ‘ ‘
Samples

32 sbubands

12‘12‘12‘ e ‘12‘12‘12 ‘ ‘ e ‘ ‘ ‘

| |
Low bands I+ Middle bands  ~ High bands
TL, TH,

TLoa THy

W,
Specified Signature
Wit Wiasi

Unequal Error Protection Embedding data
IO

Fig.2 A MPEG audio codec based secure audio transmission scheme
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information are highly protected through effective resource allocation. The middle
sub-bands are also protected to assure the watermark component quality and to
improve the authentication performance in WSNs. In this paper, a cross-layer opti-
mization approach for secure audio transmission is formulated, combining resource
allocation, adaptive sub-band threshold determination, as well as watermarking
control to maximize the audio quality. The detailed optimization framework is
presented in chapter I'V.

4 Optimization framework and adaptive watermarking algorithm

An energy-efficient quality-driven adaptive watermarking scheme is proposed as
shown in Fig. 1. Two groups of adaptive thresholds {T'L,, TH,} {T L,+1, THy+1}
are defined for two frames. 7L, and T L, are the low sub-band thresholds for n
and n + 1 frame separately, and 7 H, and T H,;, are the high sub-band thresholds,
respectively. An audio quality «(Q 4) maximization problem can be formalized for
each of the two consecutive audio frames as shown in the following equation:

{(TL,, TH,)"", (TLys1, THyi)P'} = arg max en) )
{(TL,,THy), (TLys1,T Hpi1)}

st. O <Dy, e<Tg

The middle sub-band quality at the nth frame can be expressed as shown in the
following equation:

i

m| Z Zd [Tl =] ] G+ 1)) )

i=1 j=1 Jj=1

where p[Q”] is the expected audio distortion reduction of the frame n when the
unequal resource allocation (URA) is employed and is affected by the packet error
probability, d; is the distortion reduction resulting from the source data in the jth sub
bands. «(j) denotes the packet error probability under channel conditions when the
appropriate network resources are allocated to protect the ith packet. The middle
sub-band quality u[Q%] at frame n + 1 can be similarly calculated. The related
detail study is refereed to [27, 30].

Due to the additive nature of the distortion reduction, the total quality of the
middle sub-bands for two frames can be derived in (4).

wlon =3 (Yo (4)

i=1 j=1
The total audio quality for two frames can be described in (5):
i

1-3 (3o, s

i=1 j=1
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where {Q), Q4} represents the high sub-band distortion reduction, {Q,, Os} is the
middle sub-band distortion reduction, and {Q3, Q¢} is the low sub-band distortion
reduction. The energy consumption is calculated as follows:

(8 + p)(1 = ARTY i)
Rb(1—A)

e=|5]@+8) (6)
where e is the resulting energy consumption, u is the packet size, & is the power
consumed by the transmitter, &, is the power consumed by the receiver, S is the
frame size, py is the header size, R, the symbol rate, b is the constellation size, A
is the packet error rate, and RT Y, is the maximum retransmission retry limit. For
more details on this energy model please refer to our related previous work on WSN
communication energy conservation in [26].

Figure 3 shows the cross-layer architecture unequal resource allocation (URA) for
audio watermarking over WMSNs. At the upper layer, the MDCT coding (Modified
Discrete Cosine Transform) of MPEG standard is applied. In this framework, the
audio data are divided into the M (middle) bands and HL (high and low) bands after
two adaptive low subband (7'L) and high subband (7 H) thresholds are applied.
M bands contain the watermark information, while L bands do not. It is critical
to protect the transmission of these packets in the error-prone wireless channel.
In this architecture, these blocks are further packetized into WM (frame with
watermark information) and MW (frame without watermark information) frames.
The unequal resource allocation (URA) (e.g. power and transmission rates) are
allocated to protect WM frame transmissions. At the receiver site, the received
frames are assembled and decoded. The left bar shows the cross-layer solution
based on multiple parameters from multiple equivalent layers. When the receiver
obtains these frames, it decodes them. This process is called de-packetization. At
the application layer, these packets are reassembled to decode the whole audio. The

Appliin i Application
PCM
Lo Layer
MDCT based MDCT based R .
{appi, appa,...appn} [ ‘ ase ‘ ‘ ase ‘ Audio Decoding

Coding Coding
: IMDCT
Embed Watermark ‘ Watermark Detection ‘
v A
‘ M bands L bands ‘

Packetization MSB packet De-packetization ‘
t1, nety,...net,
{net,, nety,...net, } 4—‘ LSB packet

A 4

Y

URA at Link URA at Link WM frame URA at Link
Layer Layer NW frame Layer
A Y A
A\

{Power, Frame Size, | \
ARQ, Rate}

Power Control and Adaptive Modulation Control

Fig. 3 Energy efficient adaptive audio watermarking framework
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Table 1 The proposed quality-driven watermarking optimization algorithm

Input: The distortion reductions of each sub-band of two audio frame (n, n + 1)
Output: Optimized {(TH,, T L, T Hy+1, T Ly41}, optimized resource allocation parameters r
Step 1: Reorder the sub-bands in order from low to high frequencies for each frame
Step 2: The threshold set{(T H,, TL,,, T Hyt1, T L,+1}and resource allocation vector r are
represented as each chromosome, and each element in the chromosome is coded as gene by binary
coding and decoding for each chromosome.
Step 3: Re-organize the audio frame into multiple smaller frames (middle band frame, low sub-band
frame and high sub-band frame).
Step 4: Initialize the size S,,, of population and the maximal evolution iterations.
Step 5: Calculate the fitness of each chromosome in the current generation g :
Fori=0; i< Spop—1:i++
{ Calculate expected audio distortion reduction p [Q A] using the current threshold set
{(THy, TLy, THysr, TLys1 ).
The fitness f of each chromosome can be evaluated using f(i) = [Q A].
Calculate the expected energy consumption e and distortion reduction for middle sub-bands Q,,.
Ife>Tgor O, <Thy
remove the unqualified chrome due to energy consumption and middle sub-bands constraints
£(1)=0;
end
étep 6: In the current generation, sort the chromosome in descending order based on the fitness
value f. Look for the best chromosome in the current population with the largest fitness value
satisfying energy consumption budget I' and I,,,.
Step 7: Loop step 5 and 6 for the evolution.
Step 8: Based on the optimized sub-bands threshold {(T Hy,, TL,,, T Hy 41, T Ly+1 }°P', the middle
sub-bands are determined, the watermarking is embedded in to the middle sub-bands.

watermark is also extracted through the inverse-MDCT process, and then the audio
is then authenticated.

The quality-driven adaptive watermarking algorithm for audio transmissions is
described in Table 1.

5 Simulation and experiment

The Matlab simulation is based on the continuous speech frames from audio
recordings. The sample frequency is 44100 Hz. 1024-point Fast Fourier Transform
(FFT) is applied only for the audio waveform representation in frequency domain
shown in the figures below, whereas the codec follows the specifications for MPEG-
Audio compression. For calculating the energy consumption and to analyze wireless
transmissions we apply sensor network protocol parameters for T-MAC [23]. In T-
MAUC, data packets for TinyOS have a MAC header of 11 bytes. For the control
packets such as RTS and ACK, the length is 13 bytes. The preamble length is 18
bytes. A CTS packet is 15 bytes. The transmission of the control packets uses the
basic modulation scheme, while the transmission of DATA packets utilizes the scaled
modulation schemes (e.g., BPSK, QAM).

Figure 4 shows the decoding quality of the watermarked audio when the water-
mark is embedded in the first five low sub-bands. As shown in Fig. 4, this obviously
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Fig. 4 The audio quality when
watermark is embedded in low
sub-band (TL = 5)

PP
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impacts in particular the low frequencies that contain significant information. This
graph clearly demonstrates that the lower sub-bands are in no way suitable for
embedding the watermark. It also suggests the possibility of adapting the low sub-
band thresholds to avoid embedding watermark in these sub-bands.

Figure 5 shows the degraded audio quality at the receiver site when the high
sub-bands are lost during transmission. The high sub-bands are defined from 20th
sub-band to 32nd sub-band in this scenario. It is observed that the decoded audio
spectrum is similar to the input audio spectrum. It demonstrates that high sub-
band losses during transmissions do not significantly degrade the audio quality when

Fig. 5 The received audio
quality when the high
sub-band is lost (TH = 20)
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Fig. 6 The received audio " (TH=20)
quality when the (2-5) 10" ¢ T : :
sub-band is lost (TL = 5) ' Input Audio Spectum |3
3 ——— Decoded Audio Spectrum |-
10 B
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w
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these sub-bands contain the least significant information. Therefore, some amount
of packet losses of high sub-bands can be tolerated by the system in resource-limited
sensor network environments.

In Fig. 6 we show the decoded audio quality when the sub-bands two to five
are lost. Compared with the original audio spectrum, the received audio quality has
been significantly distorted. It is clear that the quality of these middle sub-bands is
critical to the whole audio quality. The loss of only four sub-bands can significantly
degrade the whole audio quality. This demonstrates that pursuing a high quality of
middle sub-bands should have higher priority than protecting the lower sub-bands
in resource constrained WSNs. As shown in Fig. 7, the proposed approach can
achieve better audio quality than the traditional approach under the same energy
consumption budget.

Fig. 7 Energy consumption vs. k) T T T T
audio quality with unequal
resource allocation
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5.1 Transparency and robustness

In this section, we demonstrate that the transparency goal has been achieved in the
proposed watermark scheme. We conducted the experiment and compare the SNR
(Signal-to-Noise Ratio) result for the watermarked audio and the decoded audio for
12 types of audio test samples at a general 64 kbps bit rate. As we can see the second
column from Table 2, the proposed adaptive watermarking scheme can still achieve
very good SNR performance (26.79 dB at average) when the watermark is regarded
as the the noise. In this situation, no transmission distortion is considered and only
the watermark is considered as noises. In addition, wireless channel errors could
also distort the audio transmission quality, and thus the transmission robustness
is affected. In this experiment, the distortion caused by transmission errors is also
considered as noises like the watermark to the original audio data. The experiment is
conducted under different channel condition represented by Bit Error Ratio (BER)
such as 1e-3, le-4 and 1e-5. It is clear that the lower BER leads to high SNR generally.
It is because the worse channel quality leads to more packet loss during the wireless
transmission. Even with BER 1e-3, the average 21.3 dB(SNR) still can be achieved,
which has very close SNR performance to normal MP3 compression at 64 kbps
reported in [11]. These results demonstrated that the proposed watermarking scheme
can achieve the robust transmission in WSNs.

5.2 Energy efficiency

We implemented the proposed algorithm described in Section 4 and compared it with
the traditional approach in [11]. Two fixed thresholds (TL =4, TH = 16) as suggested
in [11] are applied for the traditional watermarking scheme. This traditional scheme
is defined without unequal resource allocation for audio transmissions. Figure 6
shows the comparison of our proposed approach combining audio watermarking
and unequal resource allocation against the traditional approach in terms of audio
quality. Under the same energy consumption budget and middle band quality
requirements, the proposed approach can achieve up to 3.4 dB improvement in the
achieved audio quality.

Table 2 The transparency and robustness study for the proposed adaptive audio watermarking

Audio type SNR (dB) SNR (dB) SNR (dB) SNR (dB)
(no transmission noises) (BER = 1e-5) (BER = 1e-4) (BER = 1e-3)
Airplane 23.15 23.15 20.90 22.03
Electrical drill 29.22 23.53 21.70 22.52
Elephant 27.53 23.50 21.71 22.07
Motor 29.22 23.84 22.36 22.12
Thunder 28.69 23.93 22.52 21.91
Ocean wave 26.64 23.91 22.50 21.39
Bubbles 30.93 24.14 22.93 21.58
Laugh 28.41 2417 22.99 21.40
Frog 23.65 24.14 22.99 20.88
Computer 23.76 24.10 22.97 20.66
Machine 25.02 24.15 23.06 20.70
Train_horn 25.26 24.20 23.15 20.76
Average 26.79 23.89 22.48 21.51

@ Springer



Multimed Tools Appl

6 Conclusions

In this paper, an energy-efficient and quality-driven watermarking system is pro-
posed for secure audio transmissions in WSNs. It simultaneously controls the re-
source allocation at the MAC-PHY layers and the watermark embedding at the
application layer to optimize audio quality and assure the authentication perfor-
mance. The proposed watermarking scheme does not only achieve the robustness
and transparency desired in general compression approaches (i.e., MPEG-1, MEPG-
2 and MP3), but also it is shown to be resistant to the distortion due to the wireless
channel. It improves both the watermark component quality and overall audio
transmission quality in WSNs. Our study showed that significant gains in terms of
energy efficiency, authentication performance, and audio transmission quality have
been achieved with our proposed adaptive watermarking scheme in WSNs.
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