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ABSTRACT
There are multiple situations where supporting approxima-

tion in graph pattern matching tasks is highly desirable: (a)
the data acquisition process can be noisy; (b) a user may only

have an imprecise idea of the search query; and (c) approxi-
mation can be used for high-volume vertex labeling when

extracting machine learning features from graph data. We

present a new algorithmic pipeline for approximate match-

ing that combines edit-distance based matching with system-

atic graph pruning. We formalize the problem as identifying

all exact matches for up to k edit-distance subgraphs of a

user-supplied template. We design a solution which exploits

unique optimization opportunities within the design space,

not explored previously. Our solution is (i) highly-scalable,
(ii) supports arbitrary patterns and edit-distance, (iii) offers
100% precision and 100% recall guarantees, and (vi) supports
a set of popular data analysis scenarios. We demonstrate its

advantages thorough a implementation on HavoqGT: strong

and weak scaling experiments on massive-scale real-world

(257 billion edges) and synthetic (1.1 trillion edges) labeled

graphs, respectively, and at scales (256-nodes / 9,216-cores)

orders of magnitude larger than previously used for similar

problems. We empirically compare our solution with the

state-of-the-art and show the advantages our system offers

for handling large graphs and complex patterns.

1 INTRODUCTION
Pattern matching in graphs, that is, finding subgraphs that

match a small template graphwithin a large background graph
has applications in areas as diverse as bioinformatics [2], in-

formation mining [18, 69], anomaly and fraud detection [34],

and program analysis [37]. A match can be broadly catego-

rized as either exact - there is a bijective mapping between

the vertices/edges in the template and those in the matching

subgraph [63], or approximate - the template and the match

are just similar by some defined similarity metric [10, 70].

Multiple real-world usage scenarios justify the need for ap-

proximate matching. These include:
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Figure 1: Edit-distance based approximate matching: (left) a search
templateH0 and background graph G, and (right) examplematches
at k = 1 and k = 2 edit-distance. (Center) the maximum candidate
set for the search template - the (approximate) match superset.

(S1) Dealing with the computational intractability of exact
matching - to reduce the asymptotic complexity of exact

matching (as, in the general case, this problem is not

known to have a polynomial time solution) [2, 17, 34] by

relaxing the quality of the solution over at least one of

multiple axes (The diversity of these axes highlights the

overlapping meanings with which the the term approxi-
mate has been used): On the one side, most solutions do

recall guarantees - i.e., not all possible matches are re-

turned. On the other side, for many projects, the user is

not offered strong guarantees on the the similarity level

between the search template and the matches offered,

thus the system does not offer precision guarantees [13].

(S2) Uncertainty regarding acquired data - the acquired data

can be noisy, leading to a background graph that is dif-

ferent from the ground truth [13, 70]. In these cases,

approximate matching is used to highlight subgraphs

that may be of interest and have to be further inspected;

for example, in genomics pipelines [44].

(S3) Exploratory search - a user may not be able to come up

with a search template a priori [14]. In such scenarios,

the user starts with an approximate idea of what (s)he

may be looking for, and relies on the system’s ability

to identify ‘close’ or approximate matches [5, 34, 70].

Multiple application areas (e.g., financial fraud detec-

tion, organized crime group identification) have usage

scenarios that fall in this category [32].

(S4) Extracting features for machine learning from networked
data - as most machine learning solutions use data in

tabular form, they are unable to directly incorporate

topological information from networked data. A num-

ber of recent efforts address this problem [26, 35, 48]

by using sampling techniques to collect neighborhood

https://doi.org/10.1145/nnnnnnn.nnnnnnn
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information that is then used as a vertex feature. A com-

plementary feature engineering strategy ismarking each

vertex with the patterns in which it participates.

(S5) Other use cases - Aggarwal et al. [1, 34] present additional
use cases that can be mapped to approximate matching.

These include, frequent subgraphmining [2, 6, 57], motif

counting [2, 57], or graph alignment [44, 67].

Our Target Problem Scenarios. We target problem sce-

narios where the user has: (i) a strict definition of match

similarity: i.e., a user-specified bound on the similarity be-

tween the search template and the approximate matches re-

turned by the system; and (ii) needs full precision (i.e., there

are no false positive in the solution set) and full recall (i.e.,
all matching vertices and edges are identified). Multiple use

cases in categories (S2) – (S5) benefit from these properties.

Among these scenarios, we primarily target a use case

where, rather than enumerating individual matches, the user

is interested in efficiently labeling each vertex in the back-

ground graph with the version(s) of the search template it

matches. On the one side, this is useful for generating labels

for a machine learning pipeline, e.g., (S4); and, it implies that

we need the ability to handle situations where matches are

frequent. On the other side, this supports obtaining various

derived output, for example: (i) the union of all the matches;

(ii) the union of matches for each template version separately;

or (iii) the full match enumeration for each template version;

all with guarantees of 100% precision and 100% recall. This

way scenarios (S2) – (S5) above can be supported. The ex-

perimental section (§5) focuses on demonstrating viability

of our solution for scenarios (S3) and (S4), and, to compare

with related work, we target motif counting (part of (S5)).
The SimilarityMetric: Edit-Distance.Wequantitatively

estimate similarity between the user-provided search tem-
plate and a candidate match using edit-distance [10]. We

restrict the possible edits to edge deletion, while allowing the
user to indicatemandatory edges. We restrict edits so that the

search template always remains connected. §3 discusses the

reasons to focus on edge deletions and possible extensions.

One high-level intuition for the semantic of this search is

the following: the user is searching for a set of interrelated

entities each belonging to some category (corresponding to

labeled vertices in the search template). The user specifies

a superset of the relationships between these items (corre-

sponding to edges in the search template), as well as the

maximum number of relationship that may be removed by

the search engine (corresponding to edit-distance), and may

indicate mandatory relationships (edges).

Overview of theApproximateMatching Solution.Given
a search template and an edit-distance k , we want to identify
all vertices and edges participating in each k edit-distance

version of the search template in the background graph. Since

we seek full precision and recall, this class of approximate

matching queries can be equivalently stated as the problem

of finding exact matches for all 0 · · ·k edit-distance prototypes1

of the given search template [70].
Our solution harnesses two high-level design principles:

(i) search space reduction, and (ii) redundant work elim-

ination, which, we show, enable significant performance

gains compared to a naïve approach (that would use exact

matching to independently search each prototype). The im-

plementation of these principles is made feasible by three

observations: First, the containment rule (§2, Obs. 1) observes
that prototypes p at distance k = δ from the original search

template can be searched within the reduced subgraph gener-

ated while identifying matches at distance k = δ + 1 without
degrading recall. Second, we observe that one can efficiently

build the maximum candidate set, that eliminates all the ver-

tices and edges that do not have any chance to participate

in a match regardless of the distance to the search template,

thus further reducing the initial search space. Finally, we

observe that prototypes have common substructures; thus,

viewing prototypes as a set of constraints, each vertex and

edge participating in a match must meet [4], enables finer

work granularity, makes possible to identify duplicate work

when searching for exact matches of similar prototypes, and,

ultimately, enables redundant work elimination. We present

the full intuition for our approach, and the algorithmic and

distributed implementation details in §3 and §4.

Contributions.We make the following contributions:

(i) Solution Design.We design a solution for a class of ap-

proximate matching problems that can be stated as iden-

tifying all vertices and edges that participate in exact

matches for up to k edit-distance prototypes from a

given search template. Our design views the search tem-

plate as specifying a set of constraints (§3) and exploits

key relationships between prototypes (§2) to reduce the

search space and eliminate redundant work (§3).

(ii) Optimized Distributed Implementation. We offer a proof-

of-concept implementation (§4) on top of HavoqGT [47],

an open-source asynchronous graph processing frame-

work. Our implementation provides infrastructure sup-

port for iterative search space reduction, transferring

the results of constraint verification between prototypes

at edit-distance one (which enables eliminating redun-

dant work), effective match enumeration, load balancing

(with the ability to relaunch computation on a pruned

graph using a smaller deployment and search proto-

types in parallel), and producing key types of output

(e.g., labeling vertices by prototype membership(s)).

1
A prototype is a version of the original search template within the edit-

distance bound specified by the user.
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(iii) Proof of Feasibility at Scale. We demonstrate the perfor-

mance of our solution by experimenting on datasets

orders of magnitude larger than those used by the prior

work (§5). We show a strong scaling experiment using

the largest real-world dataset openly available whose

undirected version has over 257 billion edges; and a

weak scaling experiment using synthetic, R-MAT [12]

generated graphs of up to 1.1 trillion edges, on up to

256 compute nodes (9,216 cores). We show support for

patterns with arbitrary label distribution and topology,

and with an edit-distance that leads to generating thou-

sands of prototypes. To stress our system, we consider

patterns containing high frequency vertex labels (up to

9.5 billion instances). Finally, we empirically compare

our work with a state-of-the art system: Arabesque [61],

and demonstrate the significant advantages our system

offers for handling large graphs and complex patterns.

(iv) Demonstrate Support for Multiple Usage Scenarios includ-
ing Bulk-labeling and Exploratory Search. In addition

to demonstrating support for match enumeration and

counting, we show how the pipeline can be used to ef-

ficiently bulk-label the vertices of a graph with their

membership to various prototypes within edit-distance

from the user-provided search template: over 150 mil-

lion labels are generated in a massive webgraph with 3.5

billion vertices by discovering membership in the 150

prototypes within edit-distance k = 4 from the search

template (Fig. 8). On the other side, we show a use case

of exploratory search: the system begins with a 6-Clique

and extends the search by incrementally increasing the

edit-distance until the first match(es) are discovered;

searching over 1,900 prototypes in the process (§5.5).

(v) Application Demonstration on Real-World Datasets.We

demonstrate that our solution lends itself to efficient

computation and pattern discovery in real-world approx-

imate patternmatching scenarios: we use two real-world

metadata graphs we have curated from publicly avail-

able datasets Reddit (14 billion edges) and the smaller

International Movie Database (IMDb), and show practi-

cal use cases to support rich pattern mining (§5.5).

(vi) Impact of Optimizations and Evaluating Overheads.We

study the impact and trade-offs of a number of opti-

mizations used (§5.4). We demonstrate the cumulative

impact of these optimizations significantly improves the

runtime over the naïve approach (§5.3). Also, we ana-

lyze network communication and memory usage of our

system and compare to that of the naïve approach (§5.7).

2 PRELIMINARIES
Our aim is to find structures similar to a small labeled tem-
plate graph,H0, within a very large labeled background graph,

Table 1: Symbolic notation used.
Object(s) Notation

background graph, vertices, edges G(V, E)

background graph sizes n := |V|,m := |E |

background vertices V := {v0,v1, ...,vn−1}

background edges (vi ,vj ) ∈ E

max/avg vertex degree in G dmax ,davд

label set L = {0, 1, ..., |L| − 1}

vertex label of vi ℓ(vi ) ∈ L,

search template, vertices, edges H0(W0,F0)

distance k prototype p Hk,p (Wk,p ,Fk,p )

set of all dist.-k prototypes Pk

sol. subgraph w.r.t.Hk,p G⋆k,p (V
⋆
k,p , E

⋆
k,p )

set of non-local constraints
2
forH0 K0

maximum candidate set M⋆

G. We describe the graph properties of G,H0, and the other

graph objects we employ. Table 1 summarizes our notations.

A vertex-labeled graph G(V, E,L), is a collection of n
vertices V = {0, ...,n − 1} and m edges (i, j) ∈ E, where
i, j ∈ V , and each vertex has a discrete label ℓ(i) ∈ L. We

often omit L in writing G(V, E), as the label set is shared
by all graph objects in a given calculation. Here we assume

G is simple (i.e., no self edges or multiple edges), undirected
((i, j) ∈ E implies (j, i) ∈ E), and vertex-labeled, although the
techniques we develop can be easily generalized, including

to edge-labeled graphs.

We discuss several graph objects simultaneously and use

sub- and super-scripts to denote the associations of graph

constituents: the background graph G(V, E), the search tem-

plate H0(W0,F0) (vertices,W0, and edges, F0), as well as

several low-edit-distance approximations toH0, which we

call template prototypes or, in short, prototypes.

Definition 1. (Prototypes within Edit-Distance k .)
The edit-distance between two graphs G1,G2 with |V1 | = |V2 |

(and all vertex label counts equivalent) is the minimum number
of edits (i.e., edge removal in our context) one needs to perform
to make G1 isomorphic to G2. For template H0(W0,F0), we
define template prototypeHδ,p (Wδ,p ,Fδ,p ) as a connected
subgraph ofH0 such thatWδ,p =W0 and Fδ,p ⊂ F0 that
is edit-distance δ ≤ k fromH0. Index p is merely to distinguish
multiple edit-distance δ prototypes. NoteH0,0 is the template
H0 itself. Let Pk be the set of all connected prototypes within
edit-distance k .

Definition 2. (Solution subgraph G⋆
δ,p for prototype

Hδ,p ) The subgraph G⋆
δ,p ⊂ G containing all vertices and

edges participating in one or more exact matches toHδ,p .

Definition 3. (ApproximateMatchVectors) Themem-
bership of a vertex (or edge) to eachG⋆

δ,p for allp ∈ Pk is stored
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in a length |Pk | binary vector that represents if, and how, the
vertex (or edge) approximately matchesH0 within distance k .

The approximate match vectors represent a rich set of

discrete features usable in a machine learning context; our

techniques could also populate the vector with prototype

participation rates, should a richer set of features be desired.

We list below the two key relationships between templates

that are edit-distance one from each other that we leverage to

formmore efficient approximate matching algorithms. Essen-

tially, we can more efficiently compute the solution subgraph

for a given prototype G⋆
δ,p , from information gained while

previously computing solution subgraphs of prototypes with

higher edit-distance G⋆
δ+1,p′ (§3).

Observation 1. Containment Rule. Consider two pro-
totypesHδ,p ,Hδ+1,p′ in Pk that are within edit-distance one
with respect to each other, i.e., Fδ,p = Fδ+1,p′ ∪ {(qip′ ,qjp′ )}.
Let E(ℓ(qip′ ), ℓ(qjp′ )) be the set of all edges in E that are inci-
dent to labels ℓ(qip′ ) and ℓ(qjp′ ). We haveV⋆

δ,p ⊂ V
⋆
δ+1,p′ and

E⋆δ,p ⊂ E(ℓ(qip′ i), ℓ(qjp′ )) ∪ E
⋆
δ+1,p′ . This implies

V⋆
δ,p ⊂

⋂
p′ : Fδ ,p=Fδ+1,p′∪{(qip′ ,qjp′ )}

V⋆
δ+1,p′ and

E⋆δ,p ⊂
⋂

p′ : Fδ ,p=Fδ+1,p′∪{(qip′ ,qjp′ )}

(
E⋆δ+1,p′∪E(ℓ(qip′ ), ℓ(qjp′ ))

)
.

Observation 2. Work Recycling. We recycle informa-
tion gained during non-local constraint checking (defined in §3)
in a ‘top-down’ manner: If a vertex/edge passes a non-local con-
straint check forHδ,p1 , then it will pass the check forHδ+1,p2 .
Additionally, we recycle information in a ‘bottom-up’ manner:
if a vertex/edge passes a non-local constraint check forHδ+1,p2 ,
then it will likely pass the check for Hδ,p1 (or Hδ+1,p3 ) and
we postpone on checking that constraint until the last verifica-
tion phase G⋆

δ,p1
(or G⋆

δ,p3
). ‘Lateral’ recycling between k = δ

prototypes is also possible but not explored in this paper.)

3 SOLUTION OVERVIEW
Given a search templateH0 and an edit-distance k , our pri-
mary goals is the following: for each vertex v in the back-

ground graph G, populate a |Pk | length binary vector indi-

cating, for each prototype in Pk , whether v participates in

at least one match with Pk .

Two high-level design principles are the cornerstones for

our approach and enable its effectiveness and scalability: (i)
search space reduction, and (ii) redundant work elimination.

To implement these principles our approach leverages the

key observations on relationships between prototypes at

edit-distance one presented in §2 (Obs. 1 and 2) and takes

advantage of the observation that the search template can

be seen as specifying a set or constraints each vertex and

edge participating in a match must meet.

This section is structured as follows: first, it presents our

reason to base our approach on constraint checking (and not

on one of the many other existing approaches for exact pat-

tern matching); then it summarizes how constraint checking

has been used in the past for exact pattern matching [4]; and,

finally, it presents the contributions of this paper: how we

implement the aforementioned design principles by extend-

ing the constraint checking primitives, and an overview of

the approximate matching pipeline we propose.

The Reason to Build on a Constraint Checking Ap-
proach. The key reason that makes us believe that starting

from the constraint checking approach offers a major ad-

vantage compared to starting from other exact matching

approaches is the following: Support for the containment
rule (Obs. 1, key to our search space reduction technique)

requires efficiently producing the solutions subgraphs. A

solution based on constraint checking offers directly the so-

lution subgraph, at a much lower cost than any other exact

matching framework we are aware of (as these focus on di-

rectly producing the match enumeration, and the solution

subgraph would need to be inferred from matches). A sec-

ond advantage is that thinking in terms of constraints can

be employed uniformly across our system.

Constraint Checking for Exact Pattern Matching. A
search templateH0 can be interpreted as a set of constraints

the vertices and edges that participate in an exact matchmust

meet [4]. To participate in an exact match, a vertex must sat-

isfy two types of constraints: local and non-local, (Fig. 2 (top)
presents an example). Local constraints involve only the ver-

tex and its neighborhood. Specifically, a vertex participating

in an exact match needs to have non-eliminated edges to non-

eliminated vertices labeled as prescribed by the adjacency

structure of its corresponding vertex in the search template.

Non-local constraints are topological requirements beyond

the immediate neighborhood of a vertex. These are required

by some classes of templates (with cycles or repeated ver-

tex labels) and require additional checks to guarantee that

all non-matching vertices are eliminated. (Fig. 2 (bottom)

illustrates the need for these additional checks with exam-

ples). Essentially non-local constraints are directed walks in

the search template. A vertex in the background graph that

is part of a match, verifies all the non-local constraints for

which it is the source in the search template; that is, a walk

starting from the vertex and similar to that specified in the

constraint, must exist in the background graph. Past work

defines the necessary set of constraints needed to guarantee

full precision and recall for exact matching [4].

The exact matching pipeline iterates over these constraints

to eliminate all the vertices and edges that do not meet all
constraints and thus reduces the background graph to the



Approximate Pattern Matching in Massive Graphs with Precision and Recall Guarantees Conference’17, July 2017, Washington, DC, USA
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Template

Local constraints

(1)

(2) (4)
CC PC TDS

(3)

Template (b)Template (a) Template (c)

Figure 2: (Top) Local and non-local constraints of a template: Lo-
cal constraints involve a vertex and its immediate neighborhood;
here, the blue (square) vertex has four neighbours with distinct la-
bels. On the right, the various non-local constraints that can be
generated. CC - cycle constraints, PC - path constraint and TDS -
template driven search constraints. Since the template is non-edge-
monocyclic, the TDS constraint is required - it is created by combin-
ing two cycles constraints, (1) and (2), that share an edge. (Bottom)
Three examples that illustrate the need for non-local constraints:
invalid structures (at the right of each template) that would survive
in a graph if only local constraints are used (reproduced from [4]).

solution subgraph for that template. The approximate search
pipeline builds on the same constraint checking primitives

yet introduces innovations at multiple levels: at the algorith-

mic level it uses new algorithms and heuristics that make

use of these primitives; while at the infrastructure level it

maintains additional state to identify: (i) edit-distance-level
solution subgraphs, and (ii) constraint execution results that

may be reused across prototypes. Additionally, the infras-

tructure manages the intermediate search state differently;

and uses new optimizations in terms of constraint ordering

and load balancing. We explain these below.

Search Space Reduction. A first design principle we em-

brace is search space reduction: we aim to aggressively prune

away the non-matching part of the background graph (both

vertices and edges). Search space pruning has multiple bene-

fits: first, it leads to improved node-level locality by reducing

the problem size; second, it eliminates unprofitable parts of

the search space early, leading to lower compute and network

overheads; and, finally, it enables, reloading the problem on

a smaller set of nodes, thus reducing network traffic and im-

proving overall solution efficiency. Search space reduction is

made feasible by two new observations: (i) the containment

rule (Obs. 1) and (ii) the maximum candidate set.

The Maximum Candidate Set. A first observation is that

some of the vertices and edges of the background graph

that can not possibly participate in any match, can be identi-

fied only based on their local properties. For example, these

are the vertices that do not have a label that exists in the

search template; or that do not have at least one neighbor

potentially participating in any approximate match with the

search template. We call the subgraph,M⋆ ⊆ G, that is the

union of all possible approximate matches of the template

H0 irrespective of the edit-distance k , the maximum candi-
date set. Fig. 1 presents an example, while §3.1 presents the

iterative algorithm to identify it. Importantly, the maximum

candidate set can be identified only based on information

local to each vertex, thus at a low cost.

The Containment Rule - search space reduction for edit-
distance k . Obs. 1 highlights that there exist natural depen-
dencies among the matches for the prototypes that are at

edit-distance one from each other (i.e., one edge difference).

Since the prototypes at k = δ + 1 distance are generated

by removing one edge from one of the k = δ prototypes

(as long as the prototype remains connected), the solution

subgraph G⋆
δ,p for a prototype p at distance k = δ , is a subset

of the solution subgraph G⋆
δ+1,q for any prototype q derived

by removing one edge from p. For approximate matching,

this relationship introduces the opportunity to infer matches

at distance k = δ from the union of all matches at distance

k = δ + 1 with guarantees of recall (no false negatives). This

has two advantages: (i) the search for matches at level k = δ
is performed on the reduced graph at level k = δ + 1, and
(ii) the result of some constraints already verified at distance

k = δ + 1 can be reused (without rechecking) at level k = δ ,
thus leading to work reuse as we discuss next.

RedundantWork Elimination. Viewing the search tem-

plate as a set of constraints enables identifying substructures

common between prototypes and eliminating work that is

duplicated when searching each prototype is isolation. For

example, in Fig. 3(b), all the k = 1 and k = 2 prototypes

in the figure share the 4-Cycle constraint. According to the

containment rule (Obs. 1), in this example, if a vertex partici-

pates in a match for any k = 1 prototype with the 4-Cycle

constraint, the same vertex must also participate in at least

one match for at least one of the k = 2 prototypes that also

has the 4-Cycle constraint. Therefore, for the same vertex in

G, such non-local constraints can be verified only once (for

eitherH0 or a prototype) and this information can be reused

in later searches - eliminating a large amount of potentially

redundant work (the advantage of this artifact is evaluated

in §5.4).

3.1 The Approximate Matching Pipeline
Alg. 1 is the high-level pseudocode of the approximate match-

ing pipeline - the top-level procedure to search matches

within k edit-distance of a templateH0. The system iterates

bottom-up (i.e., starting from prototypes at edit-distance k)
over the set of prototypes Pk (we discuss optimization op-

portunities presented by a top-down approach in the next

section). For each vertex v ∈ G, the algorithm identifies the

set of prototypes (ρ(vj ) in Alg. 3) v participates in at least

one match. Below we describe the key steps of the pipeline

presented in Alg. 1. §4 presents in detail each functional

component of the distributed infrastructure we have built.
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(1)k 
= 

1
k 

= 
2

(2) (5)

(8) (9) (10) (11) (12)

… (7)

… (19)

(4)(3)

(a) Example of the containment rule.

Non-local constraints

Template

k 
= 

1
k 

= 
2

…

…

(b) Work reuse, eliminating redundant constraints checks.
Figure 3: (a) A total of 19 prototypes at distance k ≤ 2; 7 at distance
k = 1 and 12 more at k = 2. The containment rule: prototypes (8)
– (11) are generated from (1) through edge removal, so (1) can be
searched within the union of the solution subgraphs of (8) – (11).
(b) Non-local constraint reuse: for the same vertex, the highlighted
4-Cycle constraint can be checked for the k = 2 prototypes and the
information can be directly used by the k = 1 prototypes.

Prototype Generation (Alg. 1, line #4). From the sup-

plied templateH0, prototypes in Pk are generated through

recursive edge removal: k = δ + 1 distance prototypes are
constructed from k = δ distance prototypes by removing

one edge (while respecting the restriction that prototypes are

connected graphs). If the template has mandatory edge re-

quirements then, only the optional edges are are subjected to

removal/substitution. We also perform isomorphism checks

to eliminate duplicates. For prototypes with non-local con-

straints, each constraint is assigned an unique identifier. If

two prototypes have the same non-local constraint, they also

inherit its unique identifier (used by non-local constraint

checking to track and ignore redundant checks for the same

vertex in the background graph).

We note that as long as H0 includes all the edges the

user may be interested in, the approximate search platform

only needs to identify variations ofH0 that can be obtained

through edge deletion (i.e., edge addition is not required).

Supporting other interesting search scenarios such as wild-
card labels on vertices or edges [15], or edge ‘flip’ (i.e., swap-

ping edges while keeping the number of edges constant) fits

our pipeline’s design and requires small updates.

MaximumCandidate Set Generation (Alg. 1, line #7).
This procedure first excludes the vertices that do not have

a corresponding label in the template, then, iteratively, ex-

cludes the vertices that have all neighbors excluded, and stops
if no vertex is excluded at the end of an iteration. If the tem-

plate has mandatory edge requirements then the vertices

without all the mandatory neighbors specified in the search

template are also excluded. As a key optimization to limit

generated network traffic in later steps, the procedure also

excludes edges to eliminated neighbors. Prototype search

begins on the maximum candidate set.

Algorithm 1 Identify up to k Edit-Distance Matches

1: Input: background graph G(V, E), template H0(W0, F0), edit-distance k
2: Output: (i) per-vertex vector (of length |Pk |) indicating v ’s prototype match

(ρ ); (ii) for each prototype p ∈ Pk , the solution subgraph G⋆
δ ,p ;

3: Algorithm:
4: generate prototype set Pk from H0(W0, F0)
5: for each prototype p ∈ Pk , identify the non-local constraint set K0

6: δ = k
7: G⋆

δ+1 ←MAX_CANDIDATE_SET(G, H0)

8: do
9: G⋆

t ← ∅
10: for all p ∈ Pδ do ▷ alternatively, prototypes can be searched in parallel

11: G⋆
δ ,p ← SEARCH_PROTOTYPE(G⋆

δ+1, p)
12: G⋆

t ← G
⋆
t ∪ G

⋆
δ ,p , output G⋆

δ ,p ▷ matches can be listed by

enumerating in G⋆
δ ,p

13: G⋆
δ+1 ← G

⋆
t ; δ = δ − 1 ▷ distributed G⋆

δ+1 can be load rebalanced

14: while δ ≥ 0

Match Identificationwithin Edit-Distancek through
Iterative Search Space Reduction.We reduce the problem

to finding matches at distance k = δ in the union of solution

subgraphs of prototypes at distance k = δ +1, and iteratively
decrease k until k = 0. This is reflected in lines #8 – #14 in

Alg. 1. This iterative process performs two key operations:

(i) Prototype Match Identification. Each k = δ prototype

p is searched by invoking the SEARCH_PROTOTYPE rou-

tine (Alg. 1, line #11): it identifies the vertices in G that

match p, updates the per-vertex match vector ρ accordingly

(Alg. 2, line#11), and generates the solution graph for p;
which can be used, for example, for match enumeration.

SEARCH_PROTOTYPE performs exact matching by using

local and non-local constraint checking routines, (Alg. 2,

line#6 and #9). (§4 provides details about how these primi-

tives support the approximate matching pipeline.)

(ii) Search Space Reduction for k = δ Prototypes. Alg. 1
line #12 and #13 implement the containment rule. Logically,

they compute the union of solution graphs of prototypes at

distance k = δ + 1. In terms of actual operations, this means

just calculating the new bitmask over the match-vector ρ
that can query whether a vertex is a member of any distance

k = δ + 1 prototype. (The actual implementation does not

make a new copy of the graph, it uses bit vector based per-

vertex/edge data structures to maintain various states and

delete vertices/edges when they become obsolete.)

Our redundant work elimination technique brings fur-

ther efficiency: each individual prototype match can take

advantage of work reuse - we keep track of the non-local

constraints that have been used at level k = δ + 1 and reuse

them at level δ ≤ k (implementation details in §4).
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Algorithm 2 Search Routine for a Single Prototype

1: procedure search_prototype (G⋆
δ+1, p)

2: K0 ← non-local constraint set of p
3: G⋆

δ ← LOCAL_CONSTRAINT_CHECKING (G⋆
δ+1, p)

4: while K0 is not empty do
5: pick and remove next constraint C0 from K0

6: G⋆
δ ← NON_LOCAL_CONSTRAINT_CHECKING (G⋆

δ , p, C0)
7: if any vertex in G⋆

δ has been eliminated or

8: has one of its potential matches removed then
9: G⋆

δ ← LOCAL_CONSTRAINT_CHECKING (G⋆
δ , p)

10: for all vj ∈ G⋆
δ do

11: update ρ(vj ) to indicate if vi matches p
12: return G⋆

δ

4 DISTRIBUTED IMPLEMENTATION
This section presents the system implementation on top of

HavoqGT [27], a MPI-based framework with demonstrated

scaling properties [46, 47]. Our choice for HavoqGT is driven

by multiple considerations: (i) Unlike most graph process-

ing frameworks that only support the Bulk Synchronous

Parallel (BSP) model, HavoqGT has been designed to sup-

port asynchronous algorithms, well suited for non-local con-

straint verification/match enumeration, where high volume

communications can be overlapped with computations; (ii)
HavoqGT also offers efficient support to process scale-free

graphs: the delegate partitioned graph distributes the edges of
high-degree vertices across multiple compute nodes, crucial

to scale or graphs with skewed degree distribution; and, (iii)
An MPI-based implementation likely significantly more effi-

cient than a Hadoop/Spark-based solution [3, 22, 40, 56]. We

note that our solution can be implemented within any other

general purpose graph processing framework that exposes

a vertex-centric API, e.g., Giraph [21], GraphLab [23] and

GraphX [24], independent of the communication strategy

used, bulk synchronous or asynchronous

InHavoqGT, algorithms are implemented as vertex-callbacks:

the user-defined visit() callback can access and update the

state of a vertex. The framework offers the ability to gener-

ate events (a.k.a. ‘visitors’ in HavoqGT’s vocabulary) that

trigger a visit() callback - either on all graph vertices us-

ing the do_traversal() method, or for a neighboring vertex

using the push(visitor ) method (this enables asynchronous

vertex-to-vertex communication and exchanging data be-

tween vertices). The asynchronous graph computation com-

pletes when all events have been processed, which is deter-

mined by distributed quiescence detection [66].

In a distributed setting, each process runs an instance of

Alg. 1 and 2 on the distributed graph topology data. Alg. 2

invokes the two primitives that perform local and non-local

constraint checking. This section first presents these routines

in the vertex-centric abstraction of HavoqGT and the key

state maintained by each vertex and its initialization (Alg. 3,

also see §5.7) - the constraint checking routines in [4] have

been extended to utilize these states, and then highlights the

key functionality needed, to support approximate matching

(§3.1), and the various optimizations implemented.

Algorithm 3 Vertex State and Initialization

1: set of possible matches in a prototype for vertex vj : ω(vj ) ▷ prototype state

2: set of matching neighbors in a prototype for vertex vj : ω′(vj ) ▷ prototype state

3: map of active edges of vertexvj : ε (vj )← keys are initialized to ad j⋆(vj ) ⊂ E⋆;
the value field is a 8-bit long bitset, where individual bits indicate if the edge is

active in the max-candidate set, and/or edit-distance and/or in a prototype solu-

tion graph. ▷ prototype

state

4: set of non-local constraints vertex vj satisfies: κ(vj ) ▷ global state

5: vector of prototype matches for vj : ρ(vj ) ▷ global state

Local Constraint Checking (LCC) is implemented as an

iterative process. Alg. 4 presents the high-level algorithm and

the corresponding visit() callback. Each iteration initiates

an asynchronous traversal by invoking the do_traversal()
method and, as a result, each active vertex receives a visitor.

In the triggeredvisit() callback, if the label of an active vertex
vj in the graph is a match for the label of any vertex in the

template, it creates visitors for all its active neighbors in ε(vj ).
When a vertex vj is visited, it verifies whether the sender
vertex vs satisfies one of its own (i.e., vj ’s) local constraints.
By the end of an iteration, if vj satisfies all the template

constraints, i.e, it has neighbors with the required labels, it

stays active for the next iteration. Edge elimination excludes

two categories of edges: first, the edges to neighbors, vi ∈
ε(vj ) from which vj did not receive a message, and, second,

the edges to neighbors whose labels do not match the labels

prescribed in the adjacency structure of the corresponding

template vertex/vertices in ω(vj ). Iterations continue until
no vertex or edge is marked inactive.

Algorithm 4 Local Constraint Checking

1: procedure local_constraint_checking (G⋆(V⋆, E⋆), p)
2: do
3: do_traversal (); barrier
4: for all vj ∈ V⋆ do
5: if vj does not meet local constraints of at least one vertex of p then
6: remove vj from G⋆ ▷ vertex eliminated

7: else if a neighborvi ∈ ε (vj ) does not satisfy requirements of p then
8: remove vi from ε (vj ) ⊂ E⋆) ▷ edge eliminated

9: while vertices or edges are eliminated

10: procedure visit(G⋆(V⋆, E⋆), vq) ▷ vq - the distributed message queue

11: for all vi ∈ ε (vj ) do ▷ vj is the vertex that is being visited
12: vis ← LCC_VISITOR(vi , vj , ω(vj ));
13: vq .push(vis) ▷ triggers visit () for vi

Non-local Constraint Checking (NLCC) iterates over
K0, the set of non-local constraints to be checked, and vali-

dates each C0 ∈ K0 one at a time. NLCC leverages a token
passing approach. Alg. 5 presents the general solution (in-

cluding thevisit callback) to verify a single constraint: tokens
are initiated through an asynchronous traversal by invoking

the do_traversal() method. Each active vertex vj ∈ G
⋆
that
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is a potential match for the template vertex at the head of

a ‘path’ C0, broadcasts a token to all its active neighbors

in ε(vj ). When an active vertex vj receives a token, if all

requirements are satisfied, vj sets itself as the forwarding
vertex (vj is added to t ), increments the hop count r , and
broadcasts the token to all its active neighbors

3
. If any of the

constraints are violated, vj drops the token. If r is equal to
|C0 | and vj is a match for the template vertex at the tail of

C0, vj is marked as it meets requirements of C0 (Alg. 5, line

#14 and #15).

Algorithm 5 Non-local Constraint Checking

1: procedure non_local_constraint_checking(G⋆(V⋆, E⋆), p, C0)
2: do_traversal (); barrier
3: for all vj ∈ V⋆

that initiated a token do
4: if vj violates C0 then
5: remove this match fromω(vj ) and ifω(vj ) = ∅, removevj from G⋆

▷ vertex eliminated

6: visitor state: token - a tuple (t, r )where t is an ordered list of vertices that have

forwarded the token and r is the hop-counter; t0 ∈ t is the token initiator

7: procedure visit(G⋆(V⋆, E⋆), vq)
8: for all vi ∈ ε (vj ) do ▷ vj is the vertex that is being visited
9: if token = ∅ and vj matches the first entry in C0 and C0 < κ(vj ) then
10: t .add (vj ); r ← 1; token ← (t, r );
11: else if token .r < |C0 | andvj matches the token .r th entry in C0 then
12: token .t .add (vj ); token .r ← token .r + 1;
13: else if token .r = |C0 | andvj matches the token .r th entry in C0 then
14: κ(vj ).inser t (C0); return ▷ globally identify vj as it meets

requirments of C0
15: else return ▷ drop token
16: vis ← NLCC_VISITOR(vi , token); vq .push(vis)

Caching theResult of NLCC (RedundantWork Elimi-
nation).We reuse the result of constraint checking - a vertex

in the background graph that satisfies a non-local constraint

for a k = δ + 1 prototype does not need to verify the same

constraint in the subsequent δ ≤ k prototypes that share

the constraint, hence, avoiding redundant work (Alg. 5, line

#9). This optimization is crucial for cyclic patterns that have

dense and highly concentrated matches. We demonstrate the

impact of this optimization in §5.4.

Search Space Pruning in Bottom-Up Search Mode. In
§2 and §3 we established that, when performing a bottom-up

search (i.e., starting from the furthest distance prototypes)

matches at distance k = δ can be computed from the union of

all matches at distance k = δ + 1. The distributed infrastruc-

ture implements this functionality in a simple yet efficient

manner (Alg. 1, line #12 and #13): we use a hash-based data

structure to store the distributed graph to allow fast modifi-

cations (i.e., vertex and edge deletion) as well as aggregate

the solution subgraphs at distance k = δ + 1 (on which k = δ
distance matches are searched).

Load Balancing. Load imbalance issues are inherent to

problems involving irregular data structures, such as graphs.

3
Here, various optimizations are possible, however, are not discussed due

to space limitations

For our pattern matching solution, load imbalance is caused

by two artifacts: first, over the course of execution, our so-

lution causes the workload to mutate (as we prune away

vertices and edges), and, second, nonuniform distribution

of matches: the vertices and edges that participate in the

matches may reside in a small, potentially concentrated, part

of the background graph. To address these issues we can

rebalance/reload a pruned, intermediate graph (G⋆
δ+1), be-

fore searching the k = δ prototypes (Alg. 1, line #13). We

checkpoint the current state of execution, and reload only

the set of active vertices and edges that participate in at

least one of the k = δ + 1 prototypes. We can reload on the

same or fewer processors, and reshuffle vertex-to-processor

assignment to evenly distribute vertices and edges across

processing cores. k = δ prototype searches are then resumed

on the rebalanced distributed graph. The effectiveness of

reshuffling is evaluated in Fig. 9(a), while the effectiveness

of reloading on a smaller processor set in Fig. 8, and §5.4.

Multi-level Parallelism. The implementation offers mul-

tiple levels of parallelism: in addition to vertex-level paral-

lelism (i.e., vertices check constraints in parallel), the infras-

tructure also enables searching prototypes in parallel (Alg. 1,

line #10): prototypes at distance k = δ can be searched in

parallel by replicating the max-candidate set (or the distance

k = δ + 1 pruned graph) on multiple (potentially smaller)

deployments. Fig. 8 and 9(b), and §5.4 evaluate the impact of

this design artifact.

Match Enumeration / Counting Optimization. Given
the containment rule and since a k = δ + 1 prototype is a
direct descendent of a k = δ prototype (see §2), edit-distance

based matching presents the opportunity for reusing results

ofk = δ+1match enumeration for identifyingk = δ matches:

a k = δ prototype match can be identified from the already

computed k = δ + 1 matches by extending the resulting

matches by one edge (instead of repeating the search for all

the edge, evaluated in §5.4).

Top-Down Search Mode. Alg. 1 presents the bottom-up

approch. An alternative is to perform the search in a top-

downmanner: the system initially searches for exact matches

to the full template and extends the search by increasing the

edit-distance by one until a user defined condition is met. Our

implementation also supports this search mode, with small

additions to Alg. 1. Due to lack of space we avoid details, yet

§5.5 evaluates a use case of this search mode.

Notes on Complexity. Our system inherits the complex-

ity of a solution that offers 100% precision and 100% recall

guarantees. Here we gauge the complexity of the key rou-

tines: local (LCC, Alg. 4) and non-local (NLCC, Alg. 5)) con-

straint checking.Each iteration of LCC has a polynomial cost

O(|V⋆ |+ |E⋆ |), an active vertex only communicates with its

active neighbors. NLCC propagates tokens in a breadth-first

manner; for an arbitrary template H0(W0,F0), the cost of
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checking a non-local constraint is O(|V⋆ |c ), where c is the
number of vertices in a constraint C0 ∈ K0. Our implemen-

tation, however, includes optimizations that prevent a vertex

from forwarding duplicate copies of a token, which reduce

the time and message propagation effort.

5 EVALUATION
We present strong (§5.2) and weak (§5.1) scaling experiments

on massive real-world and synthetic graphs. We demonstrate

the ability of our system to support patterns with arbitrary

topology and scale to 1,000+ prototypes. We evaluate the

effectiveness of our design choices and optimizations (§5.4).

We highlight the use of our system in the context of realistic

data analytics scenarios (§5.5). Finally, we compare our solu-

tion with the sate-of-the-art, Arabesque [61] (§5.6) as well

as the naïve approach (§5.3).

Testbed.We use a 2.6 PetaFlop cluster comprised of 2,000+

nodes and the Intel Omni-Path interconnect. Each node has

two 18-core Intel Xeon E5-2695v4 @2.10GHz processors and

128GB of memory. We run 36 MPI processes per node).

Datasets. The table summarizes the main characteristics

of the datasets used for evaluation.For all graphs, we created

undirected versions.

The datasets used for evaluation: the table presents the number of

vertices and directed edges, max. and avg. vertex degree, and the graph

size in the CSR-like representation used (including vertex metadata).

Type |V | 2 |E | dmax davд Size
WDC [53] Real 3.5B 257B 95M 72.3 2.7TB

Reddit [50] Real 3.9B 14B 19M 3.7 460GB

IMDb [33] Real 5M 29M 552K 5.8 581MB

CiteSeer [61] Real 3.3K 9.4K 99 3.6 741KB

Mico [61] Real 100K 2.2M 1359 22 36MB

Patent [61] Real 2.7M 28M 789 10.2 480MB

YouTube [61] Real 4.6M 88M 2.5K 19.2 1.4GB

LiveJournal [55] Real 4.8M 69M 20K 17 1.2GB

R-MAT up to Synth. 34B 1.1T 182M 32 17TB

TheWeb Data Commons (WDC) graph is a webgraph

whose vertices are webpages and edges are hyperlinks. To

create vertex labels, we extract the top-level domain names

from the webpage URLs, e.g., .org or .edu. If the URL contains
a common second-level domain name, it is chosen over the

top-level domain name. For example, from ox.ac.uk, we se-
lect .ac as the vertex label. A total of 2,903 unique labels are

distributed among the 3.5B vertices in the background graph.

We curated the Reddit (RDT) social media graph from an

open archive [50] of billions of public posts and comments

from Reddit.com. Reddit allows its users to rate (upvote or

downvote) others’ posts and comments. The graph has four

types of vertices: Author, Post, Comment and Subreddit (a
category for posts). For Post and Comment type vertices

there are three possible labels: Positive, Negative, and Neu-
tral (indicating the overall balance of positive and negative

votes) or No rating. An edge is possible between an Author

and a Post, an Author and a Comment, a Subreddit and a

Post, a Post and a Comment (to that Post), and between two

Comments that have a parent-child relationship. The Inter-
national Movie Database (IMDb) graph was curated from

the publicly available repository [33]. The graph has five

types of vertices: Movie, Genre, Actress, Actor and Director.
The graph is bipartite: an edge is only possible between a

Movie type vertex and a non-Movie type vertex. We use the

smaller, unlabeled, CiteSeer,Mico, Patent, YouTube and
LiveJournal graphs primarily to compare published results

in [61]. The synthetic R-MAT graphs exhibit approximate

power-law degree distribution [12]. These graphs were cre-

ated following the Graph 500 [25] standards: 2
Scale

vertices

and a directed edge factor of 16. For example, a Scale 30

graph has |V| = 2
30

and |E | ≈ 32 × 2
30

(as we create an

undirected version). As we use the R-MAT graphs for weak

scaling experiments, we aim to generate labels such that the

graph structure changes little as the graph scales. To this

end, we leverage vertex degree information and create vertex

labels as: ℓ(vi ) = ⌈log2(d(vi ) + 1)⌉.
Search Templates. To stress our system, we: (i) use tem-

plates based on patterns naturally occurring in the back-

ground graphs; (ii) experiment with both rare and frequent

patterns; (iii) explore search scenarios that lead to generating
100+ and 1,000+ prototypes (WDC-3 and WDC-4 in Fig. 5);

(iv) include in the template vertex labels that are among

the most frequent in the respective graphs; and, (v) similar

to [61], we use unlabeled patterns for counting motifs (§5.6).

Experimental Methodology. The performance metric for

all experiments is the time-to-solution for searching all the

prototypes of a template - for each matching vertex, pro-

duce the list of prototypes it participates in. The time spent

transitioning and resuming computation on an intermedi-

ate pruned graph and load balancing are included in the re-

ported time. All runtime numbers provided are averages over

10 runs. For weak scaling experiments, we do not present

scaling numbers for a single node as this does not involve

network communication. For strong scaling experiments, the

smallest scaale uses 64 nodes, as this is the lowest number of

nodes that can load the WDC graph and support algorithm

state. We label our technique as HGT wherever necessary.

5.1 Weak Scaling Experiments
To evaluate the ability to process massive graphs, we use

weak scaling experiments and the synthetic R-MAT graphs

up to Scale 35 (∼1.1T edges), and up to 256 nodes (9,216

cores). Fig. 4 shows the search template, RMAT-1, and the

runtimes. RMAT-1 has up to k = 2 (before getting discon-

nected), generating a total of 24 prototypes; 16 of which at

k = 2. On average, ∼70% of the time is spent in actual search,
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∼21% of the vertices in the WDC graph: org covers ∼220M vertices,
the 2nd most frequent after com; ac is the least frequent still cover-
ing ∼4.4M vertices. The furthest edit-distance searched (k ) and pro-
totype count (#p) are also shown.

while remaining 30% in infrastructure management - switch-

ing from k = δ +1 to k = δ pruned graph and load balancing.

In spite of the random nature of R-MAT generation, we see

mostly consistent scaling in runtime except for the Scale 33

graph for which the RMAT-1 pattern happens to be very rare,

which explians the faster search time. (Scale 33 has 17.5M

matches compared to 64M in Scale 32 and 73M in Scale 34,

3.7× and 4.2× fewer, than in the respective graphs. This is

partly because the vertex label ‘8’ is very rare in Scale 33 -

less than 1% of the vertices have this label. For Scale 34 and

35, for example, the ratio is 3.2% and 2.3%, respectively.)

5.2 Strong Scaling Experiments
Fig. 6 shows the runtimes for strong scaling experiments

when using the real-world WDC graph on up to 256 nodes

(9,216 cores). Intuitively, pattern matching on the WDC

graph is harder than on the R-MAT graphs as the WDC

graph is denser, has a highly skewed degree distribution,

and, importantly, the high-frequency labels in the search

templates also belong to vertices with a high degree. We use

the patternsWDC-1, 2 and 3 in Fig. 5. To stress the systemwe

have chosen search templates that generate tens to hundreds

of prototypes (WDC-3 has 100+, up to k = 4, prototypes).

These patterns have complex topology, e.g., multiple cycles

sharing edges, and rely on expensive non-local constraint
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checking to guarantee no false positives. In Fig. 6, time-to-

solution is broken down by edit-distance level, and indicates

time spent to obtain the max-candidate set, and infrastruc-

ture management, separately. We see moderate scaling for

both WDC-1 and WDC-2, up to 2.7× and 2×, respectively,

with the furthest k prototypes scaling a lot better as they

are mostly acyclic. Since WDC-3 has 100+ prototypes, we

leverage the opportunity to search multiple prototypes in

parallel: given that the candidate set is much smaller than

that original background graph (∼138 million vertices), we

replicate it on smaller eight node deployments (this involves

re-partitioning the pruned graph and load balancing) and

search multiple prototypes in parallel. For example, WDC-3

has 61, k = 3 prototypes; on 64 nodes they can be searched

in eight batches (each batch running eight parallel search

instances). We observe 2.4× speedup on 256 nodes.
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5.3 Comparison with the Naïve Approach
We study the performance advantage of our solution over a

naïve approach which generates all prototypes and searches

them independently in the background graph. Fig. 7 com-

pares time-to-solution of our technique with the naïve ap-

proach for various patterns and graphs: it shows an 3.8×
average speedup achieved by our solution over the naïve

approach. (The reported time for HGT includes time spent

in search and infrastructure management.)

To further explain performance, we study the runs for the

RMAT-1 (Scale 34) and WDC-3 patterns at finer detail (both

on 128 nodes). For RMAT-1, on average, individual prototype

search is 6× faster in HGT. However, the max-candidate

set generation and load balancing the pruned graph(s) has

additional overhead, which is ∼30% of the total time in this

case. The max-candidate set for has ∼2.7B vertices and ∼5.9B

edges and ∼10% of the total time is spent in load balancing

this intermediate graph, hence, the resulting 3.8× speedup

over the naïve approach (Fig. 7). There are 73.6M matches at

distance k = 2 and none at k < 2.

In Fig. 8, runtime for WDC-3 (which has 100+ prototypes)

is broken down per edit-distance level. The figure shows

how optimizations improve search performance over the

naïve approach (when using 128 compute nodes.). The max-

candidate set for this pattern is smaller relative to RMAT-

1 (Scale 34), yet still large - 138M vertices and 1B edges);

therefore, the infrastructure management overhead is lower

as well. The furthest edit-distance (k = 4) pruned graph also

has only 15 million vertices. Infrastructure management and

load balancing accounts for less than 1% of the total time.

For the most optimized case, when prototypes are searched

in parallel, each on an eight node deployment, the total gain

in runtime is ∼3.4× over the naïve solution.

5.4 Impact of Optimizations
Redundant Work Elimination. One key optimization our

solution incorporates is work recycling, in particular reuse

the result of constraint checking to avoid redundant checks

(details in §4). This optimization is crucial for cyclic patterns

that have dense and highly concentrated matches in the

background graph. This alone offers 2× speedup for some

WDC-3 levels (Fig. 8, notice the improvement for k = 2 and

k = 1 in scenario Y) and 1.5× speedup for IMDB-1 (Fig. 7),

over the respective naïve runs. The gain is due to reduction

in number of messages that are communicated during NLCC;

for WDC-3 the reduction is 3.5× and for IMDB-1 it is 6.7×.

Constraint and Prototype Ordering. We use a simple

heuristic to improve performance of non-local constraint

checking: each walk is orchestrated so that vertices with

lower frequency labels are visited early (similar to degree-

based ordering used by triangle counting [60]). We explore a
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enabling parallel prototype search (§4). X-axis labels: k is the edit-
distance; (center top) pk is the set of prototypes at distance k , (center
bottom) the size of matching vertex set (V⋆

k ) at distance k (i.e., num-
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second optimization opportunity with respect to work order-

ing - when searching prototypes in parallel, the performance

is improved when the runs for the most expensive prototypes

are overlapped. Fig. 9(b) summarizes the impact of these two

optimization strategies. For prototype ordering, we manually

reorder the prototypes (for maximum overlap of expensive

searches) based on the knowledge from a previous run, thus

this figure offers an upper bound for the performance gain

to obtain with heuristics that aim to project prototype cost.

OptimizedMatch Enumeration.We evaluate the advan-

tage of the match enumeration/counting optimization for

edit-distance based matching presented in §4. The 4-Motif

pattern (6 prototypes) has 200B+ instances in the unlabeled

Youtube graph. The optimized match enumeration technique

enables ∼3.9× speedup (Fig. 9(b), bottom table).

Load Balancing.We examine the impact of load balanc-

ing (presented in §4) by analyzing the runs for WDC-1, 2

and 3 patterns (as real-world workloads are more likely to

lead to imbalance than synthetically generated load.) Fig. 9(a)

compares the performance of the system with and without

load balancing. For these examples, we perform workload

rebalancing once, after pruning the background graph to the

max-candidate set, which, for the WDC-1, 2 and 3 patterns,

have 33M, 22M and 138M vertices, respectively (2 – 3 orders

of magnitude smaller than the original WDC graph). Rebal-

ancing improves time-to-solution by 3.8× for WDC-1, 2×

for WDC-2 and 1.3× for WDC-3. Load balancing the pruned

intermediate graph takes ∼22 seconds for WDC-3 (Fig. 6).
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Reloading on a Smaller Deployment and Parallel Pro-
totype Search. Once the max-candidate set has been com-

puted, we can take advantage of this smaller input set: we

support reloading the max-candidate set on one (or more)

smaller deployment(s), and running multiple searches in

parallel. We explore the performance space for two opti-

mization criteria: (i) minimizing time-to-solution - all nodes

continue to be used but different prototypes may be searched

in parallel, each on smaller deployments (top two rows in

the table below); (ii) minimizing the total CPU Hours [64] -

a smaller set of nodes continues to be used, and prototypes

are searched one at a time (bottom two rows). The follow-

ing table presents the results: it compares the overhead of

CPU Hours over running on a two node deployment for the

WDC-3 pattern (Fig. 5). It also lists the runtime for search-

ing prototypes in parallel given a node budget (128 in this

example) - a smaller deployment can be more efficient (due

to improved locality). Here, the processing rate on the two

node deployment is too slow to yield a notable advantage

over the four node deployment.

#Compute nodes 128 8 4 2

Parallel prot- Time-to-solution (min) 124 60 12 15

-type search Speedup over 128 nodes - 2.1× 10.3× 8.3×

Sequential prot- CPU Hours 9531 588 204 192

-type search Overhead w.r.t. 2 nodes 50× 3× 1.06× -

5.5 Example Use Cases
To show how our approach can support complex data ana-

lytics scenarios we present three use cases: (i) a query that

attempts to uncover suspicious activity in the Reddit dataset

and uses optional/mandatory edges; (ii) a similar search on

IMDb; and (iii) an example of a top-down exploratory search

using the WDC-4 pattern. Fig. 10 presents the search tem-

plates and Fig. 7 shows the runtimes.

Social Network Analysis. Today’s user experience on

social media platforms is tainted by the existence of mali-

cious actors such as bots, trolls, and spammers - highlights

the importance of detecting unusual activity patterns that

may indicate a potential attack. The RDT-1 query: Identify

users with an adversarial poster/commenter relationship.

Each author (A) makes at least two posts or two comments,

respectively. Comments to posts, with more upvotes (P+),

have a balance of negative votes (C-) and comments to posts,

with more downvotes (P-), have a positive balance (C+). The

posts must be under different subreddits (S). The user is also

interested in the scenarios where both the posts and/or the

comments were not by the same author, i.e., a valid match

can be missing an author – post or an author – comment

edge (Fig. 10). The query has a total of five prototypes and

over 708K matches (including 24K precise).

Information Mining. IMDB-1 represents the following

approximate query: find all the actress, actor, director, 2×

movies tuples, where at least one individual has the same

role in two different movies between 2012 and 2017, and both

movies fall under the genre sport. The query has a total of

seven prototypes and 303K matches (including 78K precise).

Exploratory Search. We present an exploratory search

scenario: the user starts form an undirected 6-Clique (WDC-4

in Fig. 5) and the search is progressively relaxed till matches

are found. The search is configured to return all matches for

all prototypes at the distancek for which the first matches are

found. Fig. 11 shows runtime, broken down per edit-distance

level, and the number of matching vertices: nomatch is found

until k = 4, where only 144 vertices participate in matches.

The search involves sifting through 1,941 prototypes.

5.6 Comparison with Arabesque
Arabesque is a framework offering precision and recall guar-

antees, implemented on top of Apache Spark [58] and Gi-

raph [21]. Arabesque provides an API based on the Think

Like an Embedding (TLE) paradigm, to express graph min-

ing algorithms and a BSP implementation of the embedding

search engine. Arabesque replicates the input graph on all

worker nodes, hence, the largest graph scale it can support is

limited by the size of the memory of a single node. As Teix-

eira et al. [61] showed Arabesque’s superiority over other
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systems: G-Tries [51] and GRAMI [16] (we indirectly com-

pare with these two systems as well).

For the comparison, we use the problem of counting net-
work motifs in an unlabeled graph (the implementation is

available with the Arabesque release). Network motifs are

connected pattern of vertex induced embeddings that are non-
isomorphic. For example, three vertices can form two possible

motifs - a chain and a triangle, while up to sixmotifs are possi-

ble for four vertices. Our solution approach lends itself to mo-

tif counting: from themaximal-edgemotif (e.g., a 4-Clique for

four vertices), through recursive edge removal, we generate

the remaining motifs (i.e., the prototypes.) Then we use our

approximate matching system to search and count matches

for all the prototypes. The following table compares results of

counting three- and four-vertex motifs, using Arabesque and

our system (labeled HGT), using the same real-world graphs

used for the evaluation of Arabesque in [61]. We deploy both

our solution and Arabesque on 20 compute nodes; the same

scale as in [61]. Note that Arabesque users have to specify a

purpose-built algorithm for counting motifs, whereas ours

is a generic solution, not optimized to count motifs only.

3-Motif 4-Motif

Arabesque HGT Arabesque HGT

CiteSeer 9.2s 0.02s 11.8s 0.03s

Mico 34.0s 11.0s 3.4hr 57min

Patent 2.9min 1.6s 3.3hr 2.3min

Youtube 40min 12.7s 7hr+ 34min

LiveJournal 11min 10.3s OOM 1.3hr

Our system was able to count all the motifs in all graphs; it

took amaximum time of 1.3 hours to count four vertex motifs

in the LiveJournal graph. Arabesque’s performance degrades

for larger graphs and search templates: it was only able to

count all the motifs in the small CiteSeer (∼10K edges) graph

in <1 hour. For 4-Motif in LiveJournal, after running for

about 60 minutes, Arabesque fails with the out-of-memory

(OOM) error. (We have been in contact with Arabesque au-

thors to make sure we best employ their system. Also, the
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Figure 12: (a) For the WDC graph ( |V | = 3.5B and 2 |E | = 257B), rel-
ative memory required by the graph topology, and the various data
structures allocated by the algorithm. For each entry, the datatype
size (in bits) is shown in the legend. The example assumes there are
at most 32 vertices in a prototype and 32 non-local constraints. (b)
Comparison of peak memory usage (in GB) for naïve and HGT ap-
proaches, broken down by category: graph topology, statically-, and
dynamically-allocated structures (details in §5.7). For HGT, results
for max-candidate set generation (HGT-C) and prototype search
starting from the max-candidate set (HGT-P) are shown separately.

observed performance is comparable with the Arabesque

runtimes recently reported in [34] and [65]).

5.7 Network and Memory Analysis
Network Overheads. The following table shows number of

messages for two scenarios, naïve (§5.3) and our optimized

technique (labeled HGT), using the WDC-2 pattern (Fig. 5)

on 64 compute nodes. The table also lists fraction of remote

messages and, for HGT, the fraction of total messages ex-

changed during max-candidate set generation. HGT shows

16.6× better message efficiency leading to 3.6× speedup.

Naïve HGT Improvement

Total number of messages 647 × 109 39 × 109 16.6×

% of remote messages 88.5% 89.8% 16.3× (raw)

% due to max-candidate set N/A 82.5% N/A

Time 8.6min 2.4min 3.6×

Memory Usage. Fig. 12(a) shows, for the WDC graph, the

relative amount of memory used to store the background

graph (in CSR format) and different algorithm related state.

Roughly 86% of the total memory is required to store the

graph topology (i.e., edge and vertex lists, and vertex la-

bels), while an additional 14% for maintaining algorithm state

(∼265GB) which include a statically allocated part needed to

support the algorithms we describe (e.g., per-vertex match

vectors), message queues, and state maintained by HavoqGT

infrastructure (e.g., for each vertex, the corresponding MPI

process identifier).

Fig. 12(b) compares, for WDC-2 using 64 compute nodes,

the total (i.e., cluster-wide) peak memory usage of the naïve

approach and HGT, broken down to three categories: the

topology information; the ‘static’ - memory allocated for

states (in Fig. 12(a)) before search begins, and ‘dynamic’ -

states created during the search, primarily message queues .
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Results for max-candidate set generation (HGT-C) and pro-

totype search (HGT-P), starting from the max-candidate set,

are shown separately. Here the max-candidate set is three

orders of magnitude smaller than the original WDC graph;

therefore, for HGT-P, the ‘dynamic’ state dominates themem-

ory usage; the number of messages required for non-local

constraint checking is exponential, yet HGT-P improves the

‘dynamic’ state size by ∼4.6× over the naïve approach.

Impact of Locality. Fig. 13 presents results of an experi-

ment that explores the impact of mapping a configuration

that keeps the graph partitioning (and this the number of

MPI processes used) constant while varying the number of

nodes used. The workload is the same as above. We run a

fixed number of MPI processes (768) but vary the number of

nodes: from 16 nodes (48 processes per node) up to 768 nodes

(one process per node). This variation has two main effects:

on the one side, the ratio of non-local communication varies

(e.g., with 768 nodes, all inter-process communications are

non-local); on the other side, the computational load on each

node varies; e.g., the configuration with 48 processes per

node, although it has the highest ratio of node-local com-

munication, generates the highest computational load as it

oversubscribes the number of cores (there are only 36 cores

per node). Fig. 13 shows that, depending on the configuration,

the bottleneck can be network communication or compute

throughput at the node level. We note that asynchronous

processing does a good job of hiding network overhead even

when locality is low (e.g., 6 and 3 processes per node).

6 RELATEDWORK
The literature of graph processing in general [21, 23, 24, 30,

39, 59], and pattern matching in particular [8, 18, 41, 43, 63,

72], is rich. This focuses on closely related work.

Graph Similarity Estimators.Besides edit-distance [10],
there exist other methods to estimate graph similarity: e.g.,
Maximum Common Subgraph (MCS) [9], Graph Kernel [31],

and solutions based on capturing statistical significance [15].

Our choice for edit-distance as the similarity metric is moti-

vated by three observations: it (i) is a widely adopted simi-

larity metric easy to understand by users; (ii) can be adapted

to various use cases seen in practice; and (iii) can support

efficient approximate searches, while providing precision

and recall guarantees [10], as we show in this paper.

Approximate Matching. The non-polynomial nature of

exact matching has lead to the development of a plethora

of approximate matching heuristics. Graph edit-distance has

been widely used for pattern approximation [19, 42, 52, 70].

SAPPER [70] and the distributed solution in [68] reduces

the approximate matching problem to finding exact matches

for similar subgraphs; however, evaluated using synthetic

graphs with only tens of millions vertices. Random walk has
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Figure 13: Impact of varying the number of nodes while maintain-
ing constant the number of MPI processes. The best performing
setup is shown using a red marker. The same partitioning among
processes is used across all experiments.

been used for sampling the search space, e.g., G-Ray [62]

and ASAP [34] or approximating the candidate matches be-

fore enumerating them [7, 8]. Frequent subgraph indexing

has been used by some to reduce the number of join opera-

tions, e.g., C-Tree [28] and SAPPER [70]. Unfortunately, for

a billion-edge graph, this approach is infeasible. The Graph

Simulation [29] family of algorithms have quadratic/cubic

time-complexity and have been demonstrated for emerging

matching problems when large-scale graphs are involved [18,

20, 36, 38]. The color-coding algorithm was originally de-

signed to approximate the number of tree-like patterns (a.k.a.

treelet) in protein-protein interaction networks [2].

Distributed Solutions. Here, we focus on projects that

targets distributed pattern matching and demonstrate it at

some scale. The largest scale (107B edge graph) is offered

by Plantenga’s [49] MapReduce implementation of the work

proposed in [8]. The system can find approximate matches

for a restricted class of small patterns. SAHAD [71] and

FASICA [57], are distributed implementations of the color-
coding algorithm [2] for approximate treelet counting. Chakar-

avarthy et al. [11] extended the color-coding algorithm to

(a limited set of) patterns with cycles, however, demon-

strated performance on much smaller graphs. Although,

Arabesque [61] and QFrag [55] (based on Apache Spark and

Giraph [24]) outperforms most of their competitors, they

replicate the graph in the memory of each node which limits

their applicability to small relatively graphs only. PGX.D/Async [54]

offers flow control with a deterministic guarantee of search

completion under a finite amount ofmemory; however, demon-

strated at a much smaller scale than in this paper. ASAP [34]

(based on Apache Spark and GraphX [24]) enables tradeoff

between the result accuracy and time-to-solution; it uses

Chernoff bound analysis to control result error [45]. ASAP

can only approximate match counts and does not offer preci-

sion and recall guarantees. Sampling techniques are indeed

able to approximate global counts, or local counts at heavy

hitters (vertices where many motifs are present), with high

relative accuracy. However, they are not able to achieve high

local relative accuracy when counts are low integers.
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7 CONCLUSION
Wehave presented an efficient distributed algorithmic pipeline

to identify approximate matches in large-scale metadata

graphs. Our edit-distance based solution builds on the novel

observations formalized as the containment rule (§2) for iden-
tifying all matches within a fixed edit-distance. Our tech-

nique exploits natural dependencies among the matches that

are at edit-distance one from each other and offers two design

mechanisms to achieve scalability and efficiency: (i) search
space reduction and (ii) redundant work elimination (dupli-

cate computations, otherwise performed, by the search). We

implement this solution on top of HavoqGT and demonstrate

scalability using up to 257 billion edge real-world graphs and

up to 1.1 trillion edge synthetic R-MAT graphs, on up to 256

nodes (9,216 cores). We demonstrate that our solution lends

itself to efficient computation and approximate pattern dis-

covery in practical scenarios and comfortably outperforms

the best known work when solving the same search problem.
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