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Abstract

Traditional authorization mechanisms based on request-
response paradigm lead to point-to-point (PTP) communi-
cation between applications and the authorization server.
As distributed applications increase in size and complex-
ity, the PTP-based authorization architecture is becoming
fragile and inefficient. This paper introduces the use of a
publish-subscribe (pub-sub) paradigm for delivering autho-
rization requests and responses between the application and
authorization server. We study the design both qualitatively
and quantitatively using an existing pub-sub system. Our
evaluation results show that the use of pub-sub can improve
the availability of authorization systems.

1 Introduction

Modern access control solutions are based on the
request-response paradigm [19, 13, 23, 28, 24, 10], as illus-
trated in Figure 1. In this paradigm, a policy enforcement
point (PEP) intercepts application requests, obtains access
control decisions (a.k.a. authorizations) from a policy deci-
sion point (PDP), and enforces those decisions.
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Figure 1. Request-response paradigm.

The separation into PEP and PDP in the request-response
paradigm enables reusing PDPs in the form of authorization
servers, thereby reducing administrative overhead, as there
are fewer PDPs to administer than PEPs, as well as enforc-
ing consistent policies across multiple PEPs.

On the other hand, the request-response paradigm com-
monly leads to point-to-point (PTP) request-responses, with
PEPs obtaining decisions from PDPs through synchronous
RPC. The PTP approach breaks down at massive-scale or
is expensive to compute authorizations, resulting in fragile
and inefficient solutions. Figure 2 illustrates the high cou-
pling of solutions based on PTP architectures, which, as a
result, become prone to high fragility.
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Figure 2. The high degree of coupling be-
tween PEPs and PDPs leads to fragile archi-
tectures

The frangibility leads to reduced availability: the autho-
rization server may not be reachable due to a failure (tran-
sient, intermittent, or permanent) of the network, of the soft-
ware located in the critical path (e.g., OS), of the hard-
ware, or even from a misconfiguration of the supporting
infrastructure. A conventional approach to improving the
availability of a distributed infrastructure is failure mask-
ing through redundancy of either information, or time, or
through physical redundancy [16]. However, redundancy
and other general purpose fault-tolerance techniques for dis-
tributed systems scale poorly, and become technically and
economically infeasible when the number of entities in the



system reaches thousands [17, 31].
First proposed in [3], this paper presents the use

of a publish-subscribe (pub-sub) architecture to replace
the existing PTP architecture. A pub-sub system is an
asynchronous messaging paradigm. Different from PTP
paradigms where senders of messages are programmed to
send their messages to specific receivers, messages are sent
without knowledge of who will receive them. Similarly, the
subscribes show interests on some messages without know-
ing who publish these messages. By using pub-sub in the
authorization systems, the dependency of PEP on a partic-
ular PDP is fully removed, thus improves the system avail-
ability and makes system administration efficient.

This paper makes the following two contributions. First,
we present the design of using publish-subscribe model for
authorization architecture. Second, we developed a proto-
type and evaluated it experimentally. Our preliminary eval-
uation results show that our approach can improve the avail-
ability of authorization infrastructures.

The rest of this paper is organized as follows. Section 2
presents background, including the access control architec-
ture and publish-subscribe model. Section 3 describes the
system design. Section 4 evaluates a prototype implemen-
tation. Section 5 discusses related work. We conclude our
work in Section 6.

2 Background

This section provides background on request-response
authorization paradigm and publish-subscribe system that
are necessary for understanding the rest of the paper.

2.1 Request-Response Authorization Paradigm

In the request-response paradigm, the PEP intercepts ap-
plication requests from the subject and enforces the decision
from the PDP. A PEP can be a security interceptor (such as
in CORBA Security [24], ASP.NET [21], and most Web
servers), or can be a part of the component container (as in
COM+ [12] and EJB [10]). A PEP can also be a part of
the corresponding application resource, e.g., implemented
via static or dynamic “weaving” using aspect oriented soft-
ware development techniques [20]. The PDP is usually im-
plemented in the form of authorization servers. It can be
designed specifically the application or by the third party
components. The PDP has the information of policy which
is usually specified by the security administrator and stored
in a policy store (which is not shown in Figure 1).

We distinguish between the application request, which is
generated by the subject and is dependent on the application
logic, and the authorization request, which is generated by
the PEP and is independent from the application logic. This

decoupling, for instance, is performed by the context han-
dler in the XACML-compliant PEP [33]. The context han-
dler generates an XACML request context, which is sent to
the PDP for processing. We define the authorization request
as a tuple (s, o, a), where s is the subject, o is the object, a
is the access right and the authorization response as a tuple
(r, d), where r is the request and d is the decision. Defining
request and response gives us the context of discussion on
subscription of requests and responses.

2.2 Publish-Subscribe Model

A publish-subscribe model is a common model for per-
forming asynchronous communication in large-scale enter-
prise applications, providing the loosely coupled form of
interaction between entities whose location and behaviors
may vary throughout the lifetime of the system [14]. Gen-
erally, entities that wish to send messages “publish” them
as events, while entities that wish to receive certain types
of messages (or events) “subscribe” (or register) to those
events. Often, an entity may become both a publisher and
subscriber, sending and receiving messages within the sys-
tem.

An event notification service (ENS) provides a logi-
cally centralized service that mediates the communication
between publishers and consumers of information in dis-
tributed system. An ENS is responsible for receiving:
(1) subscriptions, coming from event consumers, and (2)
events, coming from their producers. With these two sets of
information, it performs the matching of subscriptions with
their corresponding subset of events, routing the resulting
events, as notifications, to the interested parties. The ENS
can be implemented by a single server, but also by a set of
federated servers to reduce the single point of failure.

Event-based systems can be divided into two groups:
subject-based systems and content-based systems. In
subject-based systems, a message belongs to one of a fixed
set of topics (a.k.a. groups and channels). Subscription tar-
gets a topic, and the user receives all events that are as-
sociated with that topic. Content-based systems, on the
other hand, are not constrained to the notion that a mes-
sage must belong to a particular topic. Instead, the decision
of to whom a message is directed is made on a message-
by-message basis based on a query or predicate issued by
a subscriber. The advantage of a content-based system is
its flexibility. It provides the subscriber just the information
he/she needs. The subscriber need not have to learn a set
of topic names and their content before subscribing. In this
paper, we use the content-based scheme.
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Figure 3. Publish-subscribe architecture for requesting and delivering authorizations

3 System Design

We propose to use a pub-sub architecture to replace the
PTP communication between PEPs and PDPs in the exist-
ing authorization systems. The system architecture is illus-
trated in Figure 3(a). The system consists of PEPs, PDPs
and a logically centralized event notification service (ENS).
The PEP intercepts the application requests and generates
the authorization requests. The PDP is responsible for mak-
ing authorizations. All communication between PEPs and
PDPs is mediated by the ENS, thus PEPs and PDPs are fully
decoupled. The ENS can be implemented as a single server
or a federation of servers, which depends on the scale of
the system. Both PEPs and PDPs can either be subscribers
or publishers. In particular, PEPs can publish requests and
subscribe to responses, while PDPs can publish responses
and subscribe to requests.

Figure 3(b) shows how the system works. The PDP first
subscribes to all the requests it can resolve when it boots up
(step 1). When the PDP intercepts an application request,
it generates an authorization request (step 2). It first sub-
scribes to the response for the request (step 3) and then im-
mediately publishes the request (step 4). If some PDP can
resolve the request, the ENS should find a match and notify
the request to the PDP (step 5). After the PDP calculates
a response (step 6), it immediately publishes the response
(step 7). The ENS then notifies the response to the PEP
(step 8) and the PEP will eventually enforce the decision
in the response (step 9). Although multiple PDPs may re-
solve the same request and publish the response, it is not
necessary for the PEP to wait for all of them. Once the PEP
receives a response for a request, it will immediately unsub-
scribe that response and the ENS will remove the subscrip-
tion accordingly to improve its own performance.

3.1 Qualitative Considerations

In this section, we provide a qualitative analysis on sys-
tem availability, performance, security and administration.

• Availability. Using pub-sub, the PEP can receive au-
thorizations even when its own PDP fails thus the
availability is increased. With the PTP architecture,
a request is only sent to one PDP. In contrast, with the
pub-sub architecture, a request might reach multiple
PDPs. This is due to the fact that in existing enterprise
systems, same data often resides in multiple locations,
on multiple machines and in a variety of systems. Con-
sequently, multiple PDPs may have to be setup to re-
solve the access request for the same data. Therefore,
in pub-sub, even though some of the PDPs could fail,
the chances that at least one will provide a response on
time will be higher1. In other words, our design en-
ables the collection of PDPs to appear as a single large
reliable PDP matrix.

• Performance. In pub-sub, the need to use an additional
software component like ENS between PEPs and PDPs
imposes a run-time overhead, which in turn degrades
the application performance. In particular, the ENS
needs to spend additional time on finding interested
subscribers for each message and routing the message
to them. However, in the case that this time is far less
than the network latency or the computation cost at the
PDP, its impact on the overall performance can be ne-
glected.

1Note that we assume that different PDPs in the enterprise system en-
force consistent policy, so that the PEP can use the decision made by any
PDP.



• Security. Using pub-sub introduces new threats to the
system. For example, malicious parties can listen to
the channel and publish false information. The system
design should address these new requirements.

• Administration. We expect the replacement of the cou-
pling between PEPs and PDPs with the couplings be-
tween PDPs and publish-subscribe channels as well as
between PDPs and those channels could reduce the hu-
man resources required to operate and administer au-
thorization infrastructures. Consider a failed PDP, for
instance. It still needs to be brought back up and pos-
sibly relocated. However, only the configuration of the
publish-subscribe infrastructure has to be re-adjusted
and not all the PEPs that depend on the failed PDP.

3.2 Using Siena as the ENS

In this paper, we used Siena [6]—an content-based ENS
developed using JAVA in the University of Colorado—as an
example to study our proposed architecture. In Siena, the
publisher publishes the event by specifying a set of attribute
and value pairs. The attribute names are simply character
strings, and the value can be a predefined set of primitive
types commonly found in programming languages, and for
which a fixed set of operators is defined. The following
sample code shows how to publish an event in Siena.

N o t i f i c a t i o n e = new N o t i f i c a t i o n ( ) ;
e . p u t A t t r i b u t e ( ”name” , ” Anton io ” ) ; / / name = ” A n t o n i o ”
e . p u t A t t r i b u t e ( ” age ” , 3 0 ) ; / / age = 30
e . p u t A t t r i b u t e ( ” n a t i o n a l i t y ” , ” I t a l i a n ” ) ; / / n a t i o n a l i t y = I t a l i a n
s i e n a . p u b l i s h ( e ) ;

The subscriber subscribes to the event by specifying fil-
ters using a subscription language. The filters define con-
straints, usually in the form of name-value pairs of at-
tributes and basic comparison operators (=, <,≤, >,≥),
which identify valid events. The following sample code
shows how to subscribe to an event in Siena.

F i l t e r f = new F i l t e r ( ) ;
f . a d d C o n s t r a i n t ( ”name” , ” Anton io ” ) ; / / name = ” A n t o n i o ”
f . a d d C o n s t r a i n t ( ” age ” , Op . GT, 1 8 ) ; / / age > 18
s i e n a . s u b s c r i b e ( f ) ;

Matching in Siena is accomplished at the server with a
Binary Decision Diagram. Siena’s routing paths for notifi-
cations are set at time of subscription. In a distributed Siena
deployment, a new subscription is stored and forwarded
from the originating server to all servers in the network.
This forms a tree that connects subscriber with servers. No-
tifications are then routed towards the subscriber following
the reverse path of the tree.

3.3 Subscription Mechanism

By subscription, an entity shows its interests on some
events and receives the notification accordingly. The ENS

usually provides a subscribe() operation with an additional
argument representing a subscription pattern. There are sev-
eral ways to represent this kind of pattern, including string,
template objects, and executable code. Our subscription is
based on the string operation as used in Siena, which is also
the most widely implemented in existing pub-sub systems.
Since the ENS is a two-way communication channel in our
design, below we describe the subscription for the PDPs and
PEPs separately.

3.3.1 PDP Subscription

By PDP subscription, the PDP shows its interest on the
requests that it can resolve. A naive approach is for the
PDP to subscribe to any request published by any PEP, even
though it can not resolve all of them. Similar to the request
broadcasting, this approach is simple yet inefficient in that
it causes unnecessary overheads on each PDP.

Ideally, a PDP needs to precisely subscribe to only those
requests that it can resolve. To do it, the most intuitive ap-
proach is for the PDP to subscribe to all the request tuples
(s,o,a) that it is responsible for. This prevents an PDP from
resolving requests that it cannot resolve. However, this ap-
proach may lead to a large number of subscriptions regis-
tered in the ENS when the resource maintained by each PDP
is large and when the number of PDPs is large. Previous re-
searches on matching algorithms (e.g., [1]) have suggested
that the large number of subscriptions post a challenge on
the matching performance of the ENS. Usually algorithm
used to find a matching subscription for an event has linear
and sub-linear time complexity with respect to the number
of subscriptions.

Therefore, one important task in our design is to reduce
the number of subscriptions. In the following we discuss
three non-exclusion subscription mechanisms to achieve
it. We call these approaches as approximate subscription,
where the number of subscription is reduced at the cost of
the possibly increased overhead at each PDP.

The first approach is object-based subscription. In stead
of subscribing each possible request, the PDP only sub-
scribes each possible object for which it is responsible. For
example, a subscription message can be “object = file1”
and another subscription message can be “object = file2”.
This approach leads to reduced subscription by reducing the
subscription dimensions from three to one. However, the
approach may incur unnecessary overhead if some subjects
are not enforced the access within that PDP.

The second approach is based on our further assump-
tion on the object namespace. It is well-known that the ob-
ject namespace in most distributed systems follows a hier-
archical structure. This enables a PDP to show interest to a
number of objects by subscribing to their parent directory.
We use the IBM Tivoli policy director [18] as an example,



where the protected object namespace is a hierarchical por-
trayal of resources that belong to a secure domain. Its ele-
ments are strings whose syntax and structure are similar to
absolute URIs but without the scheme, machine, and query
components. The slash character (’/’) is used to delimit,
from left to right, hierarchical substrings of the object’s
name. For example, ’/cgi-bin/test-cgi.exe’ and ’/sales/bud-
get/quarter1/New%20York/travel’ are both examples of ob-
ject names. In this case, each PDP can subscribe to only the
directory string instead of subscribing each leaf string. We
expect that this will further significantly reduce the number
of subscriptions.

The third approach is called domain-based or
application-based subscription, which is based on the
assumption that each PDP is responsible for several ap-
plications. Therefore, the PDP may subscribe only those
requests that come from the applications for which it is
responsible. However, this solution unavoidably depends
on the structure of enterprise systems, and the authorization
request needs to introduce the extra attributes to indicate
the domain or applications.

3.3.2 PEP Subscription

By PEP subscription, a PEP subscribes to the responses
published by the PDP. This can be achieved by passing the
request as the parameter of Siena’s subscribe() operation.

The PEP can also benefit from approximate subscription.
For example, the subject of the request can be represented as
a set of role attributes, as shown in [32], and the PDP makes
decision based on these attributed. If two subjects have the
similar attributes, their access requests to the same object
will receive the same decision. Based on this observation,
the PEP can subscribe to the attributes of a request. The
decision for other subject but with similar attributes can now
be reused.

3.4 Security

In this section, we discuss the security aspect of the pub-
sub architecture. We focus on two attacks to the system.
Note that we assume that the ENS is always trusted by both
the PEPs and PDPs.

The first attack is the performance attack, which hap-
pens when a malicious party can subscribe to or publish
any event through the ENS. A malicious publisher can send
a large number of junk events to the ENS thus increases
its load. Likewise, a malicious subscriber can register a
large number of junk subscriptions in the ENS thus in-
creases its difficulty in finding an interested party. To pre-
vent this attack, the ENS needs to provide an authentica-
tion mechanism to allow only an authenticated party to sub-
scribe or publish to the ENS. However, most content-based

systems including Siena allow anonymous subscribers, im-
plying each message instead of the sender should be authen-
ticated before it is processed by the ENS.

The second attack is the correctness attack, which hap-
pens when a malicious party can subscribe to any ongoing
request and publish false response to the request. If these
false responses are used by the PEP, the system correctness
is broken. To prevent this attack, one approach is for the
ENS to prevent the the publish of malicious messages in the
first place. If this is not available, the PEP needs to verify
each returned response to make sure that it comes from a
trusted PDP. Public Key Infrastructure (PKI) can be used
for this, which requires that each PEP is aware of all the
trusted PDPs in the system. In addition, the overhead of
authenticating every message is probably high.

3.5 Integration with SAAM

Our analysis shows that the use of ENS impacts the
system performance. To reduce this impact, the pub-sub
system can be integrated with the Secondary and Approx-
imate Authorization Model (SAAM) [7]. SAAM adds
a secondary decision point (SDP) to the request-response
paradigm. The SDP is collocated with the PEP and can re-
solve authorization requests not only by precise recycling
but also by computing approximate authorizations from
cached authorizations. Since SDP can resolve a number of
request, less requests will be processed by the ENS, thus
reduces the impact of the ENS overhead.

A challenge of using SDP lies in maintaining cache con-
sistency. Using pub-sub provides an efficient way for this:
the SDP can register the policy change messages the pub-
lished by the PDP. After removing the affected cache, the
SDP can publish a message indicating whether or not the
update is successful.

4 Experimental Evaluation

This section presents the experimental evaluation on our
design and some preliminary results. Our evaluation fo-
cused on the availability gain by using the pub-sub model.
We also studied the system performance in terms of re-
sponse time.

The experimental system consisted of one PEP, one or
more PDPs, and a centralized ENS which used the Siena
implementation. All of them ran as separate process on the
same machine with an AMD Athlon Dual Core processor
3800+ 2.00 GHz and 3GB of RAM, running Windows XP.
The evaluation framework ran on Sun’s 1.5.0 Java Runtime
Environment (JRE).
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Figure 4. Availability results

4.1 Availability

We used the percentage decrease of failed requests as
a metric to measure the availability gain. In each experi-
ment, we first measured the failed requests using the PTP
model where the PEP only sent its requests to its own PDP,
then repeated the experiment with the pub-sub system and
measured the failed requests again, and finally calculated
the percentage difference. When this number increases, it
means that the availability also increases since more re-
quests has been successfully resolved. Our previous anal-
ysis shows that using pub-sub might lead to increased avail-
ability as a request can reach multiple PDPs. Here we want
to understand by how much.

Before the start of each experiment, a RBAC policy was
generated for each PDP. We controlled the object space of
each PDP to simulate the overlap rate between PDPs. In
the beginning of the experiment, each PDP subscribed to
the objects for which it is responsible when it booted up.
The PEP then started sending 5,000 randomly generated re-
quests every 60ms. For each generated request, the PEP
first subscribed to the response for this request and then
published this request to Siena. After the PDP received a
notification from the ENS, the PDP generated authorization
responses in the format of the request and the decision. Af-
ter receiving the first response for that request, the PEP un-
subscribed the response for that request.

In the experiment, each PDP switched between two
modes: working mode and failing mode. In the working
mode, the PDP published a response after computing a re-
sponse, while in the failing mode, the PDP would simply
ignore the request notification from Siena and did nothing.
We used the number of elapsed requests as a measurement
of time. We ensured that all the PDPs received all requests
so that their time clock was synchronized. We used time-
to-failure (TTF) to represent the the time between two con-

sequent failures and time-to-repair (TTR) to represent the
time a failure lasted. We used the exponential distribution
to simulate both time. The mean TTF (MTTF) is 100 re-
quests and the mean TTR (MTTR) is 10 requests.

In the first experiment, we varied the number of PDPs
while kept the overlap rate between PDPs as 10%. Fig-
ure 4(a) shows the results. As we expected, the availability
increases with the number of PDPs. In the second experi-
ment, we varied the overlap rate as 10%, 25%, 50%, 75%
and 100% while fixed the the number of SDPs as 4. Fig-
ure 4(b) shows that the availability increases with the over-
lap rate. The reason for both results is that the possibility
that a request can be resolved by other PDPs is increased.

4.2 Performance

This section presents the performance results in terms of
response time. The response time is measured as the pe-
riod after the PEP generates a requests until it receives a
response. The main operations during this period include
response subscription and request publishing by the PEP,
ENS finding and notifying an interested PDP, response com-
puting and publishing by the PDP, and the ENS finding and
notifying an interested PEP.

In the experiments, we did not simulate the failure of
PDPs. We studied the impact of following factors on the
response time: 1) the number of subscriptions in the ENS,
which can be posted by the PDP or PEP; 2) the use of ap-
proximate recycling; and 3)system scale, i.e., the number of
PDPs in the system.

The main overhead of ENS is caused by finding an in-
terested subscriber when receiving a request or response. If
the number of subscription increases, the time used to find a
match also increases. We ran two experiments to show how
the number of subscription affects the response time. In
the first experiment, the PDP either subscribed 100 or 1,000
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Figure 5. Response time as the function of the number of requests

objects. Figure 5(a) shows that the response time almost
doubled with a larger number of subscriptions. In the sec-
ond experiment, the PEP either unsubscribes those received
response or not. Figure 5(b) shows that using unsubscribe
method helps to reduce the response time significantly.

Next, we sought to understand how integration with
SAAM can impact the response time. In the experiment, the
PEP first sent its request to the SDP. If the SDP could not
resolve the request, the PEP then published the request to
Siena. The PEP also used the returned responses to build the
cache. In the experiment, we used 10,000 requests, which
is one third of the total requests. Figure 5(c) shows that
SAAM helps to reduce the response time as we expected.
This is because many requests now can be resolved by the
collocated SDP.

Finally, we wanted to understand how the system scale,
i.e., the number of PDPs in the system, will affect the re-
sponse time. Figure 5(d) shows that the response time in-
creases with the number of PDPs. The reason is that adding
more PDPs increases the number of subscriptions registered
in Siena. Since the PEP always used the first received re-
sponse, the impact is small.

5 Related Work

Pub-sub systems have been an active research area. The
earlier publish/subscribe scheme was based on the notion
of topics or subjects, and has been implemented by many
industrial strength solutions (e.g., [30]). The content-based
publish/subscribe variant improves on topics by introduc-
ing a subscription scheme based on the actual content of
the considered events (Gryphon [2], Siena [5], Elvin [29],
Jedi [8] and Java Message Service [22].)

Pub-sub systems have been used to support different
type of applications, such as Internet games [4], mobile
agents [25], user and software monitoring [15], mobile sys-
tems [9], groupware [11], collaborative software engineer-
ing [27], and WWW updates [26], among others. Our con-
tribution of this paper lies in applying pub-sub models to
the area of access control.

6 Conclusion

As distributed systems scale up and become increasingly
complex, their access control infrastructures face new chal-
lenges. Conventional request-response authorization archi-
tectures become fragile and scale poorly to massive scale.



In this paper, we have presented a publish-subscribe ar-
chitecture to improve the availability of access control sys-
tem. With publish-subscribe, a request for an authorization
could be delivered to many PDPs. Even though some of
them could fail, the chances that at least one will provide
a response on time will be higher. We introduce the sys-
tem architecture and study the issues including subscrip-
tion mechanisms, security and integration with SAAM. Our
evaluation results demonstrate that our design achieved bet-
ter availability while the performance is reduced.

For future work, we consider to integrate the security
features into our implementation. Second, we want to run
more comprehensive experiments. We need to run the ex-
periments on multiple machines and find the potential bot-
tleneck of the system. We might also need to consider an
alternative design which would lead to reduced response
time. For example, each response can be returned to the
PEP directly instead of through the ENS.
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