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Severity Analysis and Countermeasure for the
Wormhole Attack in Wireless Ad Hoc Networks

Majid Khabbazian, Hugues Mercier, and Vijay K. Bhargava

Abstract—In this paper, we analyze the effect of the wormhole
attack on shortest-path routing protocols for wireless ad hoc
networks. Using analytical and simulation results, we show
that a strategic placement of the wormhole when the nodes
are uniformly distributed can disrupt/control on average 32%
of all communications across the network. We also analyze a
scenario in which several attackers make wormholes between
each other and a case where two malicious nodes attack a target
node in the network. We show how to evaluate the maximum
effect of the wormhole attack on a given network topology.
Then, we compute the maximum effect of the wormhole attack
on grid topology networks and show that the attackers can
disrupt/control around 40% to 50% of all communications when
the wormhole is strategically placed in the network. Finally, to
defend against the wormhole attack, we propose a timing-based
countermeasure that avoids the deficiencies of existing timing-
based solutions. Using the proposed countermeasure, the nodes
do not need synchronized clocks, nor are they required to predict
the sending time or to be capable of fast switching between the
receive and send modes. Moreover, the nodes do not need one-to-
one communication with all their neighbors and do not require
to compute a signature while having to timestamp the message
with its transmission time.

Index Terms—Wireless ad hoc networks, wormhole attack,
attack analysis, countermeasures, shortest-path routing.

I. INTRODUCTION

THE wormhole attack [1] is one of the most severe
security attacks encountered in wireless ad hoc networks.

It can significantly disrupt the communications across the
network, is hard to detect and can be implemented without
having a cryptography key or knowing the network routing
protocol. In a wormhole attack, the attacker receives packets at
one location in the network, “tunnels” them to another location
and replays them there. A single malicious node can launch
this attack by, for example, broadcasting the route requests
at a high power level. The wormhole attack is much more
powerful if it is launched by more than one attacker. In this
case, attackers can tunnel the packets to each other by simply
encapsulating them or by using an out-of-band link. Once
a wormhole is established, malicious nodes can use it for
traffic analysis or to make a Denial-of-Service (DoS) attack
by dropping certain data or control packets.

The wormhole attack can be launched in two different
modes. In the hidden mode, the attackers do not use their
identities so they remain hidden from the legitimate nodes. In

Manuscript received May 21, 2007; revised November 16, 2007 and January
21, 2008; accepted January 23, 2008. The associate editor coordinating the
review of this paper and approving it for publication was Y. J. Zhang.

The authors are with the Department of Electrical and Computer Engi-
neering, University of British Columbia, Canada (e-mail: {majidk, huguesm,
vijayb}@ece.ubc.ca).

Digital Object Identifier 10.1109/TWC.2009.070536

fact, the attackers act as two simple transceivers that capture
messages at one end of the wormhole and replicate them at the
other end. In this way, they can create a virtual link between
two far-off nodes by, for example, “tunneling” their Hello
messages. The existing wormhole detection schemes [1], [2],
[3] typically consider this mode. Clearly, the attackers require
no cryptographic keys to launch the wormhole attack in the
hidden mode.

In the participation mode, it is assumed that the attackers
possess valid cryptographic keys that can be used to launch
a more powerful attack. In this mode, the attackers make
no virtual links between the legitimate nodes. Instead, they
participate in the routing as legitimate nodes and use the
wormhole to deliver the packets sooner and/or with a smaller
number of hops. As in the hidden mode, the attackers can
drop data packets after being included in the route between
the source and the destination.

In this paper, we analyze the effect of the wormhole
attack on shortest-path routing protocols. When the nodes
are uniformly distributed, we show that strategic placement
of a single wormhole can disrupt on average 32% of the
communications across the network. However, we show that
(n ≥ 2) attackers cannot disrupt on average more than (1− 1

n )
of all of the communications. We also analyze the effect of
the wormhole attack in which the malicious nodes target a
specific node (such as the sink node in a wireless sensor
network). In this scenario, we show that two attackers can
disrupt/control 30% to 90% of all communications between
the target node and the other nodes in the network. We explain
how three malicious nodes can disrupt/control almost all of
the communications independent of target node location in
the network. All analytical results are further confirmed by
simulation.

The wormhole attack may have different effects on different
network topologies. We show how to compute the maximum
effect of the wormhole attack on a given network topology.
We then evaluate the maximum effect of the wormhole attack
on grid network topologies. For these networks, we show that
the wormhole attack can disrupt/control about 40% to 50%
of all communications if the attackers strategically place the
wormhole.

Finally, We propose a timing-based countermeasure against
the wormhole attack that is an improvement over existing
schemes based on timing analysis. Using the proposed solu-
tion, the nodes do not need to have synchronized clocks, and
are not required to predict the sending time or to be capable of
fast switching between the receive and send modes. Moreover,
the nodes do not need to communicate with all their neighbors
one-to-one. We show that the proposed countermeasure can be
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used together with one of the recently proposed countermea-
sures in order to improve the probability of detection.

The rest of the paper is organized as follows. In Section
II, we present and categorize related work on the subject. In
Section III, we introduce a new analytic model to measure
the effect of the wormhole attack and present analytical and
simulation results. In Section IV, we show how to compute the
maximum effect of the wormhole attack on a generic network.
We propose a countermeasure based on timing analysis and
compare it with the existing timing-based solutions in Section
V, and conclude the paper in Section VI.

II. RELATED WORK

The existing countermeasures against the wormhole attack
can be divided into proactive and reactive countermeasures.
Proactive countermeasures attempt to prevent wormhole for-
mation, typically through specialized hardware used to achieve
accurate time synchronization or time measurement, or to
transmit maximum power in a particular direction. Among
proactive countermeasures, timing-based solutions attempt to
restrict the maximum distance between two neighbors by
computing the packet travel time. For example, in [1], the
authors introduce packet leashes as a countermeasure against
the wormhole attack. In their method, the sender adds the
transmission time to the packet in order to restrict the packet’s
maximum transmission distance. In [2], the authors show how
to estimate the distance without having a tight synchronization
between the nodes. In this scheme, each node can estimate
the distance to another node by sending a challenge bit and
receiving its instant response. A similar approach is used
in [4] for secure single-hop pairwise time synchronization.
In practice, all of the aforementioned timing-based methods
suffer from some of the following shortcomings.

• The nodes require tightly synchronized clocks;
• each node has to be capable of fast switching between

the receive and send modes;
• each node needs one-to-one communication with all its

neighbors;
• each node requires predicting the sending time and com-

puting signature while having to timestamp the message
with its transmission time.

In Section V, we show that our proposed timing-based coun-
termeasure does not have any of these shortcomings, thus is
more suitable for practical implementation of solutions based
on packet travel time measurements.

Location information can also be used in packet leashes in
order to defend against the wormhole attack [1]. A practical
proactive method based on location information is proposed
in [5]. In [6], a small fraction of the nodes called guards
have access to location information. These nodes monitor local
traffic looking for a wormhole. Directional antennas can also
be used to mitigate the wormhole attack [3]. In this approach,
the transmitter shares its directional information with the
receiver. The receiver can prevent the wormhole endpoint from
masquerading as a false neighbor by detecting the direction
of the arrived signal and comparing it with the directional
information provided by the sender and by finding a correctly
positioned verifier node. A wormhole may also be avoided by

extracting the sending device’s radio fingerprint and verifying
whether the radio signal originated from a legitimate device
[7].

There are also some proactive countermeasures which do
not rely on any specialized hardware. For example, recent
work [8] explains how to use the local connectivity informa-
tion to detect wormhole attack. We will show in this paper that
their approach does not work if the malicious nodes selectively
forward the Hello messages. A typical drawback of most of
the aforementioned proactive schemes (except that proposed
in [8]) is that they cannot detect a wormhole running in the
participation mode. This is due to the fact that they often
attempt to prevent wormholes between two legitimate nodes;
however, in the participation mode, the wormhole is formed
between two malicious nodes participating in the routing. Note
that in this mode, all the links are valid except the one (the
wormhole) between the two attackers.

Reactive countermeasures, on the other hand, do not prevent
the wormhole formation. For example, the proposed source
routing protocols in [9] and [10] consider the wormhole as
a valid link and avoid it only if it exhibits some malicious
behavior like modifying or dropping packets. This is achieved
using some basic mechanisms such as packet authentication
and destination acknowledgment. Unlike proactive schemes,
the existing reactive countermeasures are not able to avoid
the wormhole if it is employed for an invisible (passive)
attack such as a traffic analysis attack. Therefore, some other
techniques such as anonymous communication have to be used
to defend against passive attacks.

III. WORMHOLE ATTACK ANALYSIS

The wormhole attack can severely affect routing protocols
based on shortest delay and shortest path by delivering packets
faster and with a smaller number of hops, respectively. The
common belief is that the wormhole attack can prevent nodes
from discovering other nodes that are more than two hops
away when it is used against on-demand routing protocols
[1], [11]. We carefully analyze the effect of the wormhole
attack on shortest-path routing protocols, with the objective
of providing a clearer picture of the average or maximum
potential damage of wormhole attack. Throughout this section,
we assume that the attackers use the same type of antenna
as other nodes in the network and have the advantage of
having direct links to each other. We also assume that the
network is static. In mobile ad hoc networks, the number
of affected communications varies over time. Moreover, a
particular communication can be controlled by the attackers
at a certain period of time and can become out of their
control at other periods. However, a network can be seen
as a sequence of many different static networks obtained by
sampling the network over a given time interval. Clearly, the
number of samples increases as the time interval becomes
larger. Therefore, as the time interval becomes larger, the
average number of affected communications over the interval
will approach the average number of affected communications
in static networks.

In this section, we first show how to approximate the length
(number of hops) of the shortest path between two nodes in a
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homogeneous dense network. We then use this approximation
to analytically evaluate the average effect of the wormhole
attack for two different scenarios. In the first scenario, the
main objective of the malicious nodes is to disrupt/control as
many communications as possible in the network. We show
that on average every node is still able to communicate with
at least 50% of all the other nodes across the network if
two malicious nodes launch a wormhole attack. However, the
analysis shows that two attackers can disrupt/control about
one-third of all communications if they strategically place
the wormhole. In the second scenario, two malicious nodes
select and attack a target node such as the sink node in a
wireless sensor network. The main objective of the attackers in
this scenario is to disrupt/control the communications between
the target node and all other nodes in the network. For this
scenario, we show that the attackers can control most of the
communications if the target node is around the boundary of
the network.

A. Approximating the Length of the Shortest Path

Consider a network consisting of a large number of nodes
distributed uniformly with density δ inside a disk of radius
R. Suppose each node is equipped with an omni-directional
antenna with wireless transmission range of T . We assume
that there is a link between two nodes if their distance is less
than or equal to T . In this case, the network topology can be
represented by a unit disk graph.

Let us define dS,D (or S̄D) as the distance between nodes
S and D, and NS,D as the length (#hops) of the shortest path
between them. Clearly, we have

NS,D ≥ dS,D

T
. (1)

Lemma 1: In a network with limited diameter and high
node density, with high probability we have

NS,D ≤ 2
dS,D

T
.

Proof: The number of nodes in a region R with area ΔR
follows a Poisson distribution [12], since they are uniformly
and independently distributed. It follows that

P(R contains k nodes) = e−δΔR (δΔR)k

k!
, (2)

where δ is the density of nodes inside the network. If dS,D ≥
T
2 , then there are t = �2 dS,D

T � − 1 disks with radius T
4 and

origins at distances di = T
2 i + T

4 , 1 ≤ i ≤ t, from S on the
line going through S and D. This is illustrated in Figure 1.
Using (2), we get

P(at least one node in each disk) = (1 − P(no node in a disk))t

= (1 − e−δ(π( T
4 )2))t.

Clearly, the distance between two nodes in adjacent disks is at
most T . Therefore, there is a path of length t + 1 = �2 dS,D

T �
with probability at least (1 − e−δ(π( T

4 )2))t. Consequently, we
have NS,D ≤ �2 dS,D

T � ≤ 2 dS,D

T with high probability when

e−δ(π( T
4 )2))t � 1 or δ �

ln (�2 dS,D

T � − 1)
π(T

4 )2
,

. . .

S

D

d
S,D

T

2
T

2

O

Fig. 1. Finding a path between S and D.

where dS,D ≤ 2R. Note that the assumption of uniform
distribution is not a necessary condition. In other words, the
same result can be obtained if P0 � T

4R , where P0 is the
probability of having no node in a disk with radius T

4 and
with the origin inside the network.
From (1) and Lemma 1, we observe that NS,D is a function
of dS,D

T and can be approximated by

NS,D = β
dS,D

T
, (3)

where 1 ≤ β ≤ 2.

B. Targeting all of the nodes in the Network

As mentioned earlier, in this scenario, the malicious nodes
target all of the nodes in the network in an attempt to
disrupt/control as many communications as possible. Suppose
that the wormhole attack is launched in the hidden mode by
two malicious nodes M1 and M2. Thus, there is a virtual
link between every pair of nodes locating in the transmission
ranges of M1 and M2. We assume that the malicious nodes
can control the communication between two nodes S and D
if and only if the shortest path between them include a virtual
link. In this case, the communication between nodes S and D
goes through the malicious nodes M1 and M2, thus it can be
disrupted or controlled by them. The following lemma shows
how to model the effect of the wormhole attack using (3).

Lemma 2: The attackers M1 and M2 can control the com-
munication between the nodes S and D if

min (dS,M1 + dD,M2 , dS,M2 + dD,M1) ≤ dS,D.

Proof: The path through M1 and M2 (or M2 and M1)
looks shorter than the actual shortest path between S and D
if and only if

min (NS,M1 + ND,M2 − 1, NS,M2 + ND,M1 − 1) < NS,D.

Using (3) we get

min (β
dS,M1

T
+ β

dD,M2

T
, β

dS,M2

T
+ β

dD,M1

T
) ≤ β

dS,D

T
,

thus

min (dS,M1 + dD,M2 , dS,M2 + dD,M1) ≤ dS,D.
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Fig. 2. Partitioning the network into regions R1 and R2.

When the malicious nodes are on the path, they can analyze
the traffic or disrupt the communication by, for example,
dropping the route reply or data packets.

Let us assume that the malicious nodes M1 and M2 are
located at the coordinates (−m, 0) and (m, 0), respectively.
As shown in Figure 2 , the perpendicular bisector l of the line
segment M1M2 partitions the network into two regions R1

and R2 containing M1 and M2, respectively.
Lemma 3: Let S and D be two nodes both inside R1 or

R2. We have

min (dS,M1 + dD,M2 , dS,M2 + dD,M1) > dS,D.

Proof: Without loss of generality, we can assume that
both S and D are in R1. Hence,

(dS,M2 > dS,M1) and (dD,M2 > dD,M1).

Therefore, using the triangle inequality, we get

min (dS,M1 + dD,M2 , dS,M2 + dD,M1) > dS,M1 + dD,M1 ≥ dS,D.

From Lemmas 2 and 3 it follows that two nodes in the same
region are able to communicate. The total number of possible
communications between m � 1 nodes in a region R can be
approximated as (

m

2

)
∼ m2

2
.

Let m1 and m2 be the number of nodes in region R1 and R2,
respectively. The attackers cannot disrupt on average more
than 50% of all of the communications across the network,
because (

m1
2

)
+

(
m2
2

)
(
m1+m2

2

) ∼ m2
1 + m2

2

(m1 + m2)2
≥ 0.5.

Definition 1: A region is called unreachable for a node S
if it is inside the network and if for any node D in the region

min (dS,M1 + dD,M2 , dS,M2 + dD,M1) ≤ dS,D.

We denote the largest unreachable region for a node S as Us.
From Lemma 2, it follows that the wormhole attack can
control/disrupt the communications between a node S and any
node in Us. The following theorem gives more precise infor-
mation regarding the severity of a wormhole attack initiated
by two malicious nodes M1 and M2.

M1 M2O

γ
θS

E
F

US

A

B

g(θ)
f(θ)

Fig. 3. Computing the area of Us using polar coordinates.

Theorem 1: Let S be a randomly selected node in R1 and
ΔUs be the area of Us. We have

ΔUs =
1
2

∫ θ1

θ−1

(g2(θ) − f2(θ))dθ,

where

f(θ) =
d2

S,M2
− d2

S,M1

2(dS,M2 cos(θ) − dS,M1)
,

g(θ) = dS,M1 cos(θ + γ) +
√

R2 − d2
S,M1

sin(θ + γ),

γ = ∠OSM2, O is the origin of the network and the values
θ1 and θ−1 are the roots of the equations (g(θ) − f(θ) = 0)
and (g(−θ) − f(θ) = 0), respectively.

Proof: Let D be a node in Us. According to Definition 1,

min (dS,M1 + dD,M2 , dS,M2 + dD,M1) ≤ dS,D. (4)

Since the node S is in R1, it follows from Lemma 3 that the
node D is not in R1. Therefore,

min (dS,M1 + dD,M2 , dS,M2 + dD,M1) = dS,M1 + dD,M2 .
(5)

From (4) and (5) it follows that

dS,M1 ≤ dS,D − dD,M2 .

The equation dS,M1 = dS,D − dD,M2 defines a branch of
the hyperbola with foci S and M2. Therefore, as shown
in Figure 3, US is a region between the network boundary
(a circle of radius R) and the branch of the hyperbola.
Let us consider S as the origin and SM2 as the x-axis
of a polar coordinate system. Using the cosine rule for the
triangles SM2E and SOF , we can compute f(θ) and g(θ),
respectively. The area ΔUs can then be computed with

ΔUs =
∫ θ1

θ−1

∫ g(θ)

f(θ)

rdrdθ.

Consider a polar coordinate system with origin O (the origin
of the network) and x-axis OM2. Let (r, α) be the polar
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Fig. 4. Percentage of affected communications across the network.

coordinates of a node S. The expected value of ΔUs can be
calculated from

E[ΔUs ] =
4

πR2

∫ π

α= π
2

∫ R

r=0

ΔU(r,α)rdrdα. (6)

As finding a closed form for (6) is difficult (if not im-
possible), we compute it numerically. Figure 4 shows the
numerically computed E[ΔUs ]/(πR2). As shown in the figure,
E[ΔUs ]/(πR2) is maximized when the attackers M1 and M2

are located at the coordinates (−0.33R, 0) and (0.33R, 0). For
the simulation, the radius of the network is set to R = 1 and
500 nodes are randomly put inside the network. We run the
simulation for the transmission ranges T = 0.2 and T = 0.15.
In the simulation, a communication is considered affected by
the attack if the shortest path through the wormhole is shorter
than the legitimate shortest path between the source and the
destination. The simulation is then repeated a few hundred
times in order to obtain the average percentage of affected
communications across the network. As shown in Figure 4,
both the simulation and the analytical results indicate that two
malicious nodes can disrupt 32% of all communications across
the network when they initiate a wormhole attack.

Now, consider the case where (n ≥ 2) malicious nodes
attack the network by making wormholes between each other.
In this case, a malicious node can send packets to any other
malicious nodes using a path of wormholes. Clearly, this gen-
eralized wormhole attack can disrupt more communications
across the network. The following theorem gives an upper
bound on the average percentage of affected communications.

Theorem 2: Let M1, M2, . . . , Mn be (n ≥ 2) malicious
nodes making wormholes between each other. On average,
at least 1

n of all communications across the network are not
affected by the attack.

Proof: As shown in Figure 5, the network can be parti-
tioned into n regions or Voronoi cells [13] such that each cell
contains exactly one malicious node and every point is closer
to the malicious node in its cell than the others. Let S and
D be two nodes inside a cell with the malicious node Mg.

D

M2

M3

M4

Mg=1

S

C1

C2

C3

C4

Fig. 5. Partitioning a network with several attackers into Voronoi Cells.

Using the Voronoi cell definition and the triangle inequality,
we have

dS,D ≤ dS,Mg + dD,Mg < dS,Mi + dD,Mj ,

where 1 ≤ i, j ≤ n and i 	= j. Thus, the malicious nodes
cannot disrupt the communication of two nodes inside the
same cell. Suppose mi is the number of nodes in the cell Ci.
Using the Cauchy-Schwartz inequality, we get∑n

i=1

(
mi

2

)
(∑n

i=1 mi

2

) ∼
∑n

i=1 m2
i

(
∑n

i=1 mi)2
≥ 1

n
.

It follows that at least 1
n of all of the communications are not

affected by the attackers.

C. Targeting a Particular Node in the Network

The malicious nodes may launch the wormhole attack to
disrupt/control the communication between a target node and
the other nodes in the network. For example, in wireless
sensor networks, sensor devices typically collect data and
send their reading to a sink node. Therefore, many-to-one
communication can be a dominant flow in such networks.
Using this fact, the malicious nodes can strategically choose
their locations in order to maximize the damage to the sink
node (the target node in this case).

Lemma 4: To maximize the number of disrupted/controlled
communications, one of the malicious nodes must be placed
in the transmission range of the target node.

Proof: Suppose that the malicious nodes M1 and M2 are
located at distance d1 and d2 > d1 from the target node. Using
Lemma 2, the malicious nodes can control the communication
between a node A and the target node S if

min (dA,M1 + d2, dA,M2 + d1) ≤ dA,S .

Since d2 > d1, we have dA,M1 + d2 > dA,M1 + d1. Using the
triangle inequality, we get dA,M1 + d1 > dA,S . Therefore,

min (dA,M1 + d2, dA,M2 + d1) ≤ dA,S ⇐⇒
dA,M2 + d1 ≤ dA,S .

Consequently, d1 (or equivalently the number of hops between
M1 and the target node) has to be minimized in order to
maximize the number of controlled communications.



KHABBAZIAN et al.: SEVERITY ANALYSIS AND COUNTERMEASURE FOR THE WORMHOLE ATTACK IN WIRELESS AD HOC NETWORKS 741

Now, suppose that M1 is in the transmission range of the tar-
get node. The malicious nodes can control the communication
between a node A and the target node S if NA,M2 < NA,S .
In this case, the length of the shortest path though M2 and
M1 is NA,M2 which is smaller than the length of the actual
shortest path, i.e. NA,S . Using (3), the attackers can control
the communication between A and S if

dA,M2 < dA,S. (7)

As shown in Figure 6, the perpendicular bisector of the line
segment SM2 partitions the network into two regions RS and
RM containing S and M2, respectively. Clearly, Inequality 7
holds for any node A inside the region RM . Therefore, to
maximize the damage, the malicious node M2 has to be close
to the target node. However, M2 should maintain a minimum
distance dmin from the target node S. It is because for any
node A inside RM we have dA,S−dA,M2 ≤ dS,M2 . Therefore,
dA,S ≈ dA,M2 when dS,M2 is small and thus NA,S = NA,M2

with high probability. Note that when NA,S = NA,M2 , the ma-
licious nodes may not take the control over the communication
between A and S. For example, M2 and S would receive all
the messages at the same time if they are very close together.
Clearly, the wormhole attack would not be effective in this
case.

Lemma 5: For the fixed location of the target node S and
the fixed distance ¯SM2, the area of RM is maximized when
M2 and S are on a diagonal of the network.

Proof: The area of circular sector (the region between a
chord and a circle) can be computed as(

2α − sin(2α)
2

)
R2, (8)

where α = arccos(− h
R ) and −R ≤ h ≤ R is the distance

between the center of circle and the chord of the sector.
Note that each chord partitions the circle into two sectors.
Equation (8) gives the area of the smaller sector when h is
negative and the area of the bigger sector when it is positive.

As shown in Figure 6, the line containing S and M2 crosses
the circle (the network boundary) at points P and Q. Let the
chord P ′Q′ be the perpendicular bisector of the line segment
SM2 and U and V be the midpoints of line segments SM2 and
PQ, respectively. The center of circle is on the perpendicular
bisector of the line segment PQ. Therefore, the distance
between the center of circle and the chord P ′Q′ is equal to
the distance between U and V and can be computed as

h = ŪV =
P̄Q

2
−

( ¯PM2 + P̄ S

2

)

=
(

Q̄S + P̄ S

2

)
−

( ¯PM2 + P̄ S

2

)

=
(

Q̄S − P̄ S

2

)
−

( ¯PM2 − P̄ S

2

)

=
(

Q̄S − P̄ S

2

)
− dmin

2
,

(9)

where dmin = ¯SM2 is the distance between S and M2. Using
the triangle inequality for the triangles SOQ and SOP we get

Q̄S ≤ R + ŌS and P̄ S ≥ R − ŌS.

Q�

P �

P

d
m

in

Q

RM
RS

O

V

U

M
2

S

h

Fig. 6. Computing the area of RM .

Therefore, based on (9), h is maximized when S and M2 are
on a diameter of the circle. In this case, we have

h = ŌS − dmin

2
. (10)

Using (8) and (10), we can estimate the ratio of the number
of communications controlled by the attackers over the total
number of communications as(

2α−sin(2α)
2

)
R2

πR2
=

2α − sin(2α)
2π

, (11)

where α = arccos(− ŌS− dmin
2

R ).
To obtain (11) we used Approximation 3. Without using (3)

it is possible to show that (11) is an upper bound for the ratio
of the number of communications that can be controlled on
average by two malicious nodes. Suppose RC is the region
composed of RS and its reflection in respect to Q′P ′. Note
that the region RC is symmetric with respect to M2 and S.
Therefore, the malicious nodes cannot control on average more
than 50% of the communications between S and the nodes
inside RC . Suppose that the malicious nodes can control all
of the communications between S and the nodes outside RC .
Thus, the ratio of the number of communications controlled
by the attackers can be bounded by

0.5 × 2 × Δ(RS)
πR2

+ 1 × Δ(RM ) − Δ(RS)
πR2

=
Δ(RM )

πR2
=

(
2α−sin(2α)

2

)
R2

πR2
,

(12)

where Δ(R) denotes the area of region R.
As shown in Figure 7, simulation results confirm the ana-

lytical results. For the simulation, the radius of the network
is set to one and 500 nodes are randomly put inside the
network. We run the simulation for the transmission ranges
T = 0.2 and T = 0.15. The distance dmin is set to 2T and
OS (the distance of the target node from the network center)
is varied from 0 to 1 of 0.1 unit steps. As shown in Figure 7,
both the simulation and the analytical results indicate that
two malicious nodes can disrupt most of the communications
between the target node and other nodes if the target node is
located around the boundary of the network. Using our model,
it can be easily shown that three attackers can control most of
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Fig. 8. Unreachable region for the target node under attack of three malicious
nodes M1, M2 and M3.

the communications independently of the target node location.
As shown in Figure 8, this can be done by putting one of the
malicious nodes (M1 in the figure) in the transmission range
of the target node and the other malicious nodes on each side
of the target node on the diagonal containing it. The shaded
segments in Figure 8 show the unreachable region for the
target node. In other words, the malicious nodes can control
the communications between the target node and most of the
nodes in the shaded segments, particularly the nodes that are
far from the chords AB and A′B′.

IV. WORMHOLE ATTACK ANALYSIS FOR A GENERIC

NETWORK

In the previous section, we analyzed the average effect
of the wormhole attack where the nodes are distributed uni-
formly. Clearly, the wormhole attack can have different effects
on different network topologies. In this section, we first show
how to compute the maximum effect of the wormhole attack

on a generic network. We then use the proposed approach to
evaluate the effect of the wormhole attack on grid networks.

A wireless network can be represented using a unit disk
graph G(V, T ) with vertex set V ∈ �2 and an edge vw ∈
E(G(V, T )) whenever v̄w ≤ T . In this model, V corresponds
to the location of nodes and T to their transmission range.
Given the location of the attackers in the network, we can
compute the number of affected communications by consid-
ering all the pairs of nodes and checking whether the shortest
path between them contains the malicious nodes. However,
without this information, we may need to consider all the
possible locations of the attackers in order to compute the
maximum effect of the wormhole attack.

Suppose the effect of the wormhole attack is maximized
when the attackers are located at positions P1, P2 ∈ �2. Let
us call a set of points S an inclusive set if there exists P ′

1, P
′
2 ∈

S such that the effect of the wormhole attack with attackers
located at P ′

1 and P ′
2 is the same as that of the case when

they are located at P1 and P2. Clearly, it is preferable to find
an inclusive set with small cardinality in order to reduce the
size of the search domain. The following lemma shows how
to generate an inclusive set of size O(N2).

Lemma 6: Let V = {v1, v2, . . . vN} be the vertex set of a
connected graph G, and C = {c1, c2, . . . cN} be the set of
circles ci centered at vi with radius T . Suppose S is the set
of all the intersections of any two circles in the set C. The
set S is an inclusive set of size O(N2).

Proof: Suppose the effect of the wormhole attack is
maximized when the attackers are located at P1 and P2. We
show that there is a point P ′

1 ∈ S such that an attacker does
not lose any of its neighbors if it is moved from P1 to P ′

1.
There are three possible cases for the point P1.

1) P1 is located on the circumference of at least two circles
in C;

2) P1 is located on the circumference of exactly one circle
in C;

3) P1 is not located on circumference of any circle in C.

For the first case, we set P ′
1 = P1. Suppose that P1 is located

on the circumference of exactly one circle ci ∈ C (Case 2).
Since graph G is connected, ci will intersect with at least one
circle. Therefore, P1 can be rotated on the circumference of
ci until it lies, for the first time, on an intersection of ci and
cj ∈ C denoted by P ′

1. For the third case, we can shift P1

towards a vertex v ∈ V until it lies on the first circle ci at
point P ∗

1 . We set P ′
1 = P ∗

1 if P ∗
1 is on the circumference of

at least two circles. Otherwise, similar to the second case, we
rotate P ∗

1 on the circumference of ci until it lies, for the first
time, on an intersection of ci and cj ∈ C denoted by P ′

1. Note
that during the process of transferring P1 to P ′

1 for all three
cases, P1 does not exit any circle. Therefore, we have

∀u ∈ V : ¯uP1 ≤ T =⇒ ¯uP ′
1 ≤ T.

In other words, an attacker does not lose any of its neighbors
(and thus its effect) if it is moved from P1 to P ′

1. The same
process can be applied to the point P2 to get P ′

2. Note that the
effect of attackers at P ′

1 and P ′
2 cannot be more than that of

attackers at P1 and P2 since in the latter case the attackers have
maximum effect. Since P ′

1 and P ′
2 are on the intersection of at
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least two circles, it follows that S is an inclusive set. Clearly
the size of S is at most

(
N
2

)
, so it is of size O(N2).

Using Lemma (6), we can find optimal positions where
the malicious nodes can maximize the damage caused by
the wormhole attack. However, finding the inclusive set S
introduced in Lemma (6) may not be practical, as in practice,
we may not have the location information of the nodes or
their transmission ranges. Note that having the location of
the nodes is important since determining whether an arbitrary
graph is a unit disk graph is NP-complete [14]. Therefore,
it may be preferable to compute an approximation of the
maximum damage of the wormhole attack when the nodes’
location information is not available. One possible solution,
in this case, is to use the vertex set V instead of an inclusive
set to get a lower bound of the maximum damage. Using this
approach, we do not need to have any information about the
location of the nodes and their transmission ranges. Moreover,
the size of the vertex set is less than the size of S, so the search
domain is smaller. Clearly, we can always find u, v ∈ V such
that

¯uP ′
1 ≤ T and ¯vP ′

2 ≤ T.

Therefore, using V as an inclusive set, will often lead to a
good approximation of the maximum damage of the wormhole
attack.

As an example, consider a simple grid topology network of
N = m×m nodes. In this topology, the length of the shortest
path between two nodes u and v is equal to |ux−vx|+|uy−vy|,
where ux and vx denote the x-coordinates of the nodes u and
v and uy and vy denote their y-coordinates. We evaluated
the maximum damage of wormhole attack using simulation
on a grid topology network of m by m. Simulation results
indicate that the maximum damage occurs when the malicious
nodes are located on the main diagonal of the grid. Figure
9 shows the percentage of maximum number of affected
communications. As shown in the figure, the wormhole attack
launched by two malicious nodes can affect around 40% to
50% of all of the possible communications in a grid topology
network of m × m, where 8 ≤ m ≤ 32. The simulation
results indicate that the percentage of maximum number of
affected communications decreases as the total number of
nodes increases.

V. WORMHOLE ATTACK COUNTERMEASURE

As mentioned in Section II, the existing wormhole coun-
termeasures can be divided into proactive and reactive coun-
termeasures. Proactive countermeasures typically use time of
flight, geographical position or signal direction information to
prevent wormhole formation. These techniques often require
specialized hardware and can achieve a high probability of
detection. Some proactive countermeasures are able to detect
wormholes in certain scenarios without using specialized hard-
ware, For example, using the algorithm proposed in [8], each
node can detect a wormhole by analyzing its local neighbor
information. However, we will show in this section that this
method fails if the attackers selectively forward the Hello
messages. In contrast to proactive countermeasures, reactive
countermeasures can prevent the wormhole attack launched in
either hidden or participation mode. However, they do not
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Fig. 9. Percentage of maximum number of affected communications in a
grid topology network.

prevent the formation of wormhole and do not avoid the
wormhole if it is used for an invisible (passive) attack such as
the traffic analysis attack.

In this section, we propose a proactive countermeasure
based on timing analysis. Timing analysis techniques are based
on the fact that a packet can travel at most at the speed of
light. Therefore, a node can estimate its distance to a sender
by multiplying Packet Travel Time (PTT ) by the light speed
(c). The existing methods to compute PTT can be divided
into two classes of synchronous and asynchronous methods.
The synchronous methods are based on accurate time syn-
chronization. For example, in the method proposed in [1], each
sender stamps the packet with the time at which it is sent. The
receiver can then compute PTT by comparing the time stamp
with the time at which it receives the packer. Clearly, this
method requires the nodes to have tightly synchronized clocks.
Moreover, the sender needs to know the precise sending time
which may not be possible in, for example, medium access
control protocols based on CSMA [1].

Asynchronous methods do not require time synchronization.
These methods typically compute PTT using a few rounds of
message exchanges. For example, a node A can compute PTT
by comparing the time at which it send a packet to a node B to
the time at which it receives an instant response from B. In [2],
PTT is computed through a series of fast one-bit exchanges.
This method requires fast switching between the receive and
send modes. In [5], the authors propose a similar asynchronous
method that does not need fast switching and requires only
minor changes in IEEE 802.11-capable hardwares. In this
method, link verification is performed in two phases. In the
first phase, the nodes exchange nonces (i.e., randomly gener-
ated numbers) via a single RTS-CTS-DATA-ACK exchange.
In the second phase, they mutually authenticate themselves by
signing and transmitting their respective nonces.

One of the common drawbacks of the aforementioned
asynchronous methods is that they need to verify the vicinity
of each neighbor one-by-one. In this section, we propose a new
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asynchronous method that does not have the drawbacks of the
previous methods. Using our proposed method, the nodes do
not need to have synchronized clocks, and are not required
to predict the sending time or to be capable of fast switching
between the receive and send modes. Moreover, the nodes
do not need to communicate with all their neighbors one-
to-one. It is only assumed that each node is able to record
the time at which a packet is fully sent/received. Using our
scheme, each node can validate vicinity of all its neighbors in
two rounds of communication. In the first round, each node
sends a signed Hello message containing its ID and a nonce,
and records the time at which the message is fully sent. It
follows that after the first round, each node has a list of all
its potential neighbors. In the second round, each node signs
and sends a follow-up packet. The follow-up packet includes
the time at which the node’s Hello message was sent (in the
first round), the list of all the ID’s in the received Hello
messages together with their corresponding nonces and the
times at which they were received. Nonces are used to prevent
malicious nodes to masquerade a legitimate node. Note that
neither Hello messages nor follow-up packets are timestamped
with their transmission time. Therefore, the nodes do not
require to compute a signature while having to timestamp the
packet with its transmission time.

Suppose that node A receives B’s Hello message after
sending its own. When A receives a follow-up packet from
B, it first checks its corresponding nonce in the packet and
verifies B’s signature. It then accept B as its neighbor if

(tA,B − tA) − (tB − tB,A)
2

× c ≤ Tmax, (13)

where tx is the sending time of x’s Hello message recorded
by x, tx,y is the receiving time of y’s Hello message recorded
by x and Tmax is the maximum transmission range. Node
A considers B’s Hello message as a response to its Hello
message. The term (tA,B − tA) indicates the time it takes
to get the response. However, B’s Hello message is not an
immediate response. Therefore, A subtracts (tB − tB,A), the
delay at node B, from (tA,B − tA). Note that A extracts tB,A

and tB from B’s follow-up packet.
To derive (13), it is assumed that node A receives B’s Hello

message after sending its own. If A sends its Hello message
after receiving B’s then A considers B as neighbor if

(tB,A − tB) − (tA − tA,B)
2

× c ≤ Tmax. (14)

It is worth mentioning that a node A can estimate the distance
between its neighbors B and C using similar equations as (13)
and (14). It is because all the information used by B or C to
estimate dB,C is available in B’s and C’s follow-up packets.

After the second round, each node has a list of all its 2-
hop neighbors. Therefore, it can employ the Maheshwari’s
algorithm [8] to further check the existence of a wormhole.
Maheshwari’s algorithm uses local neighborhood information
to find a forbidden structure. The algorithm is based on the fact
that inside a fixed region it is not possible to pack too many
nodes without having edges between them. Using simulation,
the authors show that the algorithm can detect wormhole
with a 100% detection and 0% false alarm probabilities.
However, Proposition 1 shows that the algorithm cannot detect

a wormhole if the malicious nodes only forward the Hello
messages of those node which are at most T

2 away from an
end of wormhole. The malicious node may do selection based
on the power of received packet. In other words, they can only
forward packets with power higher than a specific threshold.
Note that selectively forwarding packets can increase the delay
of transferring a packet from one end to the other end of the
wormhole. Thus, this attack can be prevented if Maheshwari’s
algorithm is used together with our proposed scheme.

Proposition 1: Suppose that the length of wormhole is at
least (2 +

√
3)T and the malicious nodes only forward the

Hello messages of the nodes that are at most T
2 away from

one end of wormhole. In this case, Maheshwari’s algorithm
is not able to detect the wormhole if it uses 2-hop neighbor
information.

VI. CONCLUSION

In this paper, we investigated the effect of the wormhole
attack on shortest-path routing protocols. We showed that two
strategically located attackers can disrupt on average 32%
of all communications across the network, when the nodes
are distributed uniformly. We also studied the effect of the
wormhole attack launched by n ≥ 2 malicious nodes and
showed that on average at least 1

n of all communications are
not affected by the attack. We considered the scenario in which
the malicious nodes attack a target node in the network. For
this scenario, we showed that two malicious nodes can dis-
rupt/control on average 30% to 90% (based on the location of
the target node in the network) of all communications between
the target node and all other nodes in the network. We also
evaluated the effect of the wormhole attack on grid topology
networks. In these networks, we showed that wormhole attack
can disrupt/control about 40% to 50% of all communications
if the wormhole is strategically placed on the diagonal of the
network. Finally, We proposed a timing-based solutions to
defend against the wormhole attack. We showed that, using our
proposed solution, nodes need less requirements (compared
to the existing timing-based countermeasures) to detect false
neighbors. Moreover, we showed that the proposed solution
can be used to strengthen one of the recently proposed novel
countermeasures.
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