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Abstract— Decoupling authorization logic from application 

logic allows applications with fine-grain access control 
requirements to be independent from a particular access control 
policy and from factors that are used in authorization decisions 
as well as access control models, no matter how dynamic those 
policies and factors are.  Decoupling also enables elaborate and 
consistent access control policies across heterogeneous systems.  
Today J2EE is a popular platform for building enterprise 
applications.  Implementing a pluggable authorization service for 
J2EE would be advantageous.  In this paper we describe a 
service for resource access authorization in distributed systems 
named Resource Access Decision (RAD), which decouples 
authorization logic from application logic.  We also describe the 
Java Authorization Contract for Containers (JACC), which 
defines a contract between EJB containers and authorization 
service providers.  Finally, we present a high-level design 
showing how RAD can be implemented as a JACC provider on 
J2EE. 
 

I. INTRODUCTION 
raditional access control mechanisms provide limited 
capabilities for authorization decisions to be based on 

factors that are specific to the application domain.  The 
complexity of access control policies used in such application 
domains as healthcare requires exercising access control 
policies that are more sophisticated and of finer granularity 
than the general ones used in security services of such 
distributed environments as CORBA.  This complexity in 
access control leads application designers to embed domain-
specific authorization logic inside their applications.  One 
disadvantage of embedding domain-specific authorization 
logic inside application is the violation of separation of 
concerns. 

To decouple authorization logic from application logic, a 
CORBA-based authorization service, Resource Access 
Decision (RAD), has been proposed and implemented by 
Beznosov et al. [1-5].  RAD allows fine-grain access control 
to be implemented at the application-level in such a way that 
the functional design of the application is separated from the 
complexity and idiosyncrasies of particular enterprise access 
control policies used by the application.  Although RAD was 
originally designed for CORBA, it has also been implemented 
on the .NET framework, demonstrating that the design 
approach can be successfully used in any distributed 

 
 

computing environment. 
Today, more and more developers want to write distributed 

transactional applications for the enterprise and thereby 
leverage the speed, security, and reliability of server-side 
technology. In the fast-moving and demanding world of e-
commerce and information technology, enterprise applications 
must be designed, built, and produced for less money, with 
greater speed, and with fewer resources than ever before.  
Java 2 Platform, Enterprise Edition (J2EE) is designed to be a 
platform for enterprise applications.  It would be 
advantageous to implement RAD on such a framework. 

This paper attempts to provide a high-level design that 
illustrates how RAD can be implemented for J2EE as a JACC 
provider.  New in J2EE v1.4 is the introduction of Java 
Authorization Contract for Containers (JACC).  JACC defines 
the semantics of policy providers that employ the new 
permission classes to address the authorization requirements 
of J2EE.  By implementing RAD as a JACC provider, RAD 
can be used in J2EE applications to provide flexible and 
pluggable authorization service.  The goal of the design is to 
integrate RAD service into existing and future J2EE 
applications, through JACC interface, with minimal effort on 
the application developers’ part. 

This paper first summarizes the capabilities of RAD and 
JACC.  Then, the paper proposes and describes a high-level 
design of implementing RAD as a JACC provider.  This paper 
attempts to serve as the basis for future implementation of 
RAD on J2EE. 

The rest of the paper is organized as follows: the next 
section provides an overview of RAD; Section 3 discusses 
J2EE and JACC; we discuss the high-level design of 
implementing RAD through JACC interface in section 4; and 
in section 5 we draw conclusions and discuss future work. 
 

II. RESOURCE ACCESS DECISION SERVICE 
In this section, first we describe the interactions between 

the RAD service and the application systems. We then present 
the design of RAD service. 

A. Application and Authorization Service 
The main objective of RAD is to decouple application-level 

authorization logic from application logic. To do this, 
authorization logic is encapsulated into an authorization 
service, which is traditionally part of an application program 
but now external to the application. A simplified schema of 
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interactions among application client, application service and 
an instance of authorization service is shown in Figure 1.  To 
perform an application-level access control, an application 
requires an authorization decision from such a service and 
enforces that decision.  Simple interfaces between the 
application and the authorization service are used, where an 
application programmer only needs to make a single 
invocation on the authorization service in order to obtain a 
decision. 

 
Figure 1.  Interactions between client, application system, and authorization 
service. 
 
 

The sequence of the interaction, illustrated by Figure 1, is 
as follows: 
1. An application client invokes an operation on the 

application service (application, for short). 
2. While processing the invocation, the application requires 

an authorization decision from the RAD. 
3. The RAD makes an authorization decision, which is 

returned to the application. 
4. The application, after receiving an authorization decision, 

enforces it.  If access is granted by RAD, the application 
returns expected results of the invocation.  Otherwise, it 
either returns partial results or raises an exception. 

 
An application obtains an authorization decision only from 

one instance of RAD.  It is the contract between the 
application and its enterprise environment to request an 
authorization decision and to enforce it.  Before we proceed 
with greater details on the design of an authorization service, 
we will describe syntaxes and semantics of a request for 
authorization decision from the application to RAD. 

From RAD’s perspective, any application requesting an 
authorization decision is an RAD client.  From now on, we 
will use the term “RAD client” to refer to any entity of the 
distributed system that requests an authorization decision from 
RAD. 

A nominal amount of data is passed between the application 
and the authorization service in order to make authorization 
decisions.  When making a request for an authorization 
decision, a RAD client passes the following three parameters: 
a sequence of name-value pairs representing a name of the 
resource to be accessed on behalf of the client; the name of 
process operations (e.g. “create”, “read”, “write”, “use”, 
“delete”); and authenticated security attributes of the subject 
on behalf of the client which is requesting access to the named 
resource. 

The security attributes here are regular attributes of the 
current user session.  The interesting parameters passed by 
RAD client are the first two: resource name and access type.  

They are described below. 
To abstract application-dependent semantics and syntaxes 

of entities under application-level access control, we introduce 
an abstraction called “protected resource name” or just 
“resource name.”  A resource name can be associated with any 
valuable asset of an application owner, which is accessed by a 
client on behalf of a subject using it; access to the assets is to 
be controlled according to the owner’s interests.  For example, 
electronic patient medical and billing records in a hospital are 
usually its valuable assets.  The hospital administration is 
interested in controlling access to the records due to various 
legal, financial and other reasons.  Therefore, the hospital 
administration considers such records as protected resources.  
Moreover, different information in those records count as 
different resources.  Examples of different resources can be 
records from different visits or episodes for one patient.  At 
the same time, a resource name can be associated with less-
tangible assets, such as computer system resources, including 
CPU time, file descriptors, sockets, etc.  The RAD does not 
attempt to interpret semantics of the resource name.  We will 
show in the discussion of the RAD design that it uses the 
resource name only to obtain additional security attributes and 
to look up a set of policies that govern access to the resource 
associated by an application system with resource name. 

Access operation abstracts semantics of access to resource 
associated with resource names.  An application may 
manipulate with patient records on behalf of different care-
givers, or may provide different hierarchies of menus to 
different technicians of the hospital lab.  In either case, it is up 
to the application system developers and the enterprise 
security administrators to agree on the semantics of the 
operation name used for each access.  

Before an application requests an instance of RAD for 
authorization decision, it is supposed to identify what resource 
names and access operation names are associated with 
servicing the client request.  There is not any particular 
algorithm defined for performing such an association.  For 
every application, or at least for every application domain, the 
way of associating protected entities with abstract resource 
names can be different. 

B. Design of the service 
RAD service is composed of a number of objects: 

AccessDecisionObject (ADO) receives requests for 
authorization decision from RAD clients.  Zero or more 
PolicyEvaluators provide evaluation decisions for those 
policies that govern access to the given resource.  If a policy 
evaluator does not have any policy associated with the given 
resource name, the evaluator returns a result meaning “don’t 
know,” therefore delegating the decision combinator to apply 
its combination policy while combining results from 
potentially several evaluators, depending on the combinator 
configuration.  PolicyEvaluatorLocator keeps track of, and 
provides references to, potentially several policy evaluators.  
DynamicAttributeService provides dynamic attributes of the
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Figure 2.  Interaction diagram of the authorization service components. 

 
 

principal in the context of the intended access operation on the 
given resource associated with the provided resource name.  
DecisionCombinator combines results of the evaluations made 
by policy evaluators into a final decision by resolving 
evaluation conflicts and applying combination policies. 

Figure 2 shows the interaction among the parts of the 
authorization service.  Once the authorization service receives 
a request via the ADO interface, ADO obtains object 
references to those PolicyEvaluators that are associated with 
the resource name in question and an object reference for the 
DecisionCombinator which will combine the decisions.  ADO 
obtains dynamic attributes of the principal in the context of 
the resource name and the intended access operation on it.  
ADO delegates an instance of DecisionCombinator for polling 
PolicyEvaluators (selected in step 1).  A DecisionCombinator 
obtains decisions from PolicyEvaluators and combine them 
according to the combination policy.  The decision is returned 
to ADO.  The ADO returns the decision to the application. 

C.  Dynamic security attributes 
One of the significant points of the design is handling the 

factors specific to the application domain in the manner 
neutral to their semantics.  All such factors are handled as 
dynamic attributes.  We introduce qualifier “dynamic” to 
distinguish them from regular privilege attributes of the 
subject, which we call “static attributes” here.  They are 
obtained from the enterprise environment via specialized 
dynamic attribute services.  An authorization service does not 
interact with such services directly.  It delegates the generic 
dynamic attributes service to collect all dynamic attributes 
from specialized services.  The semantic of a particular 
application domain (patient – care-giver relationship) can be 
expressed in the form of dynamic attributes.  This allows 

utilization of already existing authorization mechanisms such 
as the traditional access matrix. 

Dynamic attributes are those attributes that express 
properties of a principal but are not administrated by security 
administrators.  A user usually has dynamic attributes due to 
the various activities the user performs in the enterprise work-
flow.  Dynamic attributes are so called because their values 
usually change more frequently than traditional user privilege 
attributes.  Traditional “static” security attributes are used for 
describing relatively fixed properties of users and/or 
resources.  The values of static attributes are typically set by 
security administrators and are obtained by an application in 
an environment specific manner, e.g., from a principal’s 
credentials in case of CORBA environment.  While the use of 
a dynamic attribute in an access decision is determined by a 
security administrator, the values of dynamic attributes are 
usually set as part of normal processing.  Consequently, 
dynamic attribute values must be obtained at the time an 
access decision is required.  This is in contrast to traditional 
“static” privilege attributes whose values are usually obtained 
when a session is established.  The values of dynamic 
attributes may change during a session as a result of normal 
work-flow processing. 

Consider the following example of a dynamic security 
attribute.  Physician John Smith attends a patient B.  The 
physician has an attribute specifying such a relationship when 
principal with access_id=johnsmith (speaking for John 
Smith), is accessing resources associated with medical records 
of patient B.  This relationship attribute is an example of a 
dynamic attribute in the model.  It has the value “attending 
physician” returned by a generic DAS only when John Smith 
accesses B’s records.  The generic DAS obtains the value of 
this relationship attribute by consulting a specialized DAS, 
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which has capabilities to compute the value of relationship 
attribute, for instance, by looking at the corresponding fields 
of B’s patient record which contains a list of B’s attending 
physicians.  When John Smith is accessing resources not 
associated with any patient, this dynamic attribute of type 
relationship is not returned by the corresponding specialized 
DAS and consequently it is not returned by generic DAS. 

D.  Policy Evaluators 
Another significant design element is encapsulation of 

authorization policies and their evaluators into separate 
entities in the computational environment.  Policy evaluators 
can be considered either as distinct authorities each 
representing a different set of authorization policies, or they 
can be considered as policy evaluation machines each 
supporting a particular policy language.  Such design insulates 
representation and interpretation of policies from the 
authorization service.  It also allows adding and removing 
policy evaluators dynamically.  By encapsulating the 
evaluation of those policies in PolicyEvaluator objects, the 
design supports implementation of arbitrary authorization 
policies. 

E. Separation of concerns 
Separation of concerns among various stake-holders 

involved in the authorization process enables control of 
different factors in the authorization process by appropriate 
parties.  Application developers decide what functions of their 
application map into what access operations.  User 
administrators control what users (or roles) are assigned what 
static security attributes.  Implementers of the authorization 
services and other third party vendors control quality, 
performance and other properties of the authorization service 
implementation.  Work-flow administrators indirectly control 
what dynamic attributes are assigned to what users in the 
context of what resources.  Security administrators 
administrate what access control policies govern what access 
to what named resources. 

 

III. JAVA 2 PLATFORM ENTERPRISE EDITION 
Today, more and more developers want to write distributed 

transactional applications for the enterprise and thereby 
leverage the speed, security, and reliability of server-side 
technology. In the fast-moving and demanding world of e-
commerce and information technology, enterprise applications 
must be designed, built, and produced for less money, with 
greater speed, and with fewer resources than ever before.  

To reduce costs and fast-track application design and 
development, the Java 2 Platform, Enterprise Edition (J2EE) 
provides a component-based approach to the design, 
development, assembly, and deployment of enterprise 
applications. The J2EE platform offers a multi-tiered 
distributed application model, reusable components, a unified 
security model, flexible transaction control, and web services 
support through integrated data interchange on Extensible 

Markup Language (XML)-based open standards and 
protocols.  

Not only can innovative business solutions be delivered to 
market faster, but platform-independent J2EE component-
based solutions can also be not tied to the products and 
application programming interfaces (APIs) of any one vendor. 
Vendors and customers enjoy the freedom to choose the 
products and components that best meet their business and 
technological requirements.  

A. Java Authorization Contract for Containers 
The Java Authorization Contract for Containers (JACC) is a 

new specification introduced in J2EE 1.4 through the Java 
Specifications Request (JSR) 115 process [6-7]. This 
specification defines a contract between J2EE containers and 
authorization providers. 

The contract enables third-party authorization providers to 
plug into J2EE 1.4 application servers to make the 
authorization decisions when a J2EE resource is accessed. The 
access decisions are made through the standard 
java.security.Policy object.  

To plug into J2EE 1.4 application servers, the third-party 
JACC provider must implement the policy class, policy 
configuration factory class, and policy configuration interface. 
All are required by the JACC specification. 

The JACC specification does not specify how to handle the 
authorization table (user or group to role) information between 
the container and the provider. It is the responsibility of the 
provider to provide some management facilities to handle this 
information. It does not require the container to provide the 
authorization table information in the binding file to the 
provider. 

B. JACC Provider 
The specification requires that both the containers in the 

application server and the provider satisfy some requirements. 
Specifically, the containers are required to propagate the 
security policy information to the provider during the 
application deployment and to call the provider for all 
authorization decisions. The providers are required to include 
the storing of the policy information in their repository during 
application deployment. The providers then use this 
information to make authorization access decisions when 
called by the container. 

When security is enabled and an enterprise bean or Web 
resource is accessed, the Enterprise JavaBean (EJB) container 
or Web container calls the security runtime to make an 
authorization decision on whether to permit access. When 
using an external provider, the access decision is delegated to 
that provider. 

According to the JACC specification, the appropriate 
permission object is created, the appropriate policy context 
handlers are registered, and the appropriate policy context 
identifier (contextID) is set. A call is made to the 
java.security.Policy object method implemented by the 
provider to make the access decision. 
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The following sections describe how the provider is called 
for both the EJB and the Web resources. 
1) Access decisions for enterprise beans: 

When security is enabled and an EJB method is accessed, 
the EJB container delegates the authorization check to the 
security runtime. If JACC is enabled, the security runtime uses 
the following process to perform the authorization check: 

1. It creates the EJBMethodPermission object using the 
bean name, method name, interface name and the 
method signature. 

2. It creates the contextID and sets it on the thread by 
using the PolicyContext.setContextID(contextID) 
method. 

3. It registers the required policy context handlers, 
including the Subject policy context handler. 

4. It creates the ProtectionDomain object with principal 
in the Subject. If there is no principal, null is passed 
for the principal name. 

5. The access decision is delegated to the JACC 
provider by calling the implies() method of the Policy 
object, which is implemented by the provider. The 
EJBMethodPermission and the ProtectionDomain 
objects are passed to this method. 

6. The isCallerInRole( ) access check also follows the 
same process, except that an EJBRoleRefPermission 
object is created instead of an 
EJBMethodPermission. 

2) Access decisions for Web Resources: 
When security is enabled and configured to use a JACC 

provider, and when a Web resource such as a servlet or a 
JavaServer pages (JSP) is accessed, the security runtime 
delegates the authorization decision to the JACC provider by 
using the following process: 

1. A WebResourcePermission is created to see if the 
URI is unchecked. If the provider honors the 
Everyone subject it should also be checked here.  

a. The WebResourcePermission is constructed 
with urlPattern and the HTTP method 
accessed. 

b. A ProtectionDomain with a null principal 
name is created. 

c. The JACC provider’s Policy.implies( ) 
method is called with the permission and the 
protection domain. If the URI access is 
unchecked (or given access to Everyone 
subject), the provider should permit access 
(return true) in the implies() method. Access 
is then granted without further checks. 

2. If the access was not granted in Step 1, a 
WebUserDataPermission is created and used to see if 
the Uniform Resource Identifier (URI) is precluded 
or excluded or must be redirected using HTTPS 
protocol. 

a. The WebUserDataPermission is constructed 
with the urlPattern accessed, along with the 
HTTP method invoked and the transport 
type of the request. If the request is over 
HTTPS, the transport type is set to 
CONFIDENTIAL; otherwise, null is passed. 

b. ProtectionDomain with a null principal 
name is created. 

c. The JACC provider’s Policy.implies( ) 
method is called with the permission and the 
protection domain. If the request is using the 
HTTPS protocol and the implies returns 
false, the HTTP 403 error is returned to 
imply excluded/precluded permission and 
no further checks are performed. If the 
request is not using the HTTPS protocol, 
and the implies returns false, the request is 
redirected over HTTPS.  

3. The security runtime attempts to authenticate the 
user. If the authentication information already exists 
(for example, LTPAToken), it is used. Otherwise, the 
user's credentials must be entered.  

4. After the user credentials are validated, a final 
authorization check is performed to see if the user 
has been granted access privileges to the URI. 

a. As in Step 1, the WebResourcePermission is 
created. The ProtectionDomain now 
contains the Principal that is attempting to 
access the URI. The Subject policy context 
handler also contains the user’s information, 
which can be used for the access check. 

b. The provider’s implies() method is called 
using the Permission object and the 
ProtectionDomain created above. If the user 
is granted permission to access the resource, 
the implies( ) method should return true. If 
the user is not granted access, the implies() 
method should return false. 

IV.  IMPLEMENTING RAD AS JACC PROVIDER 
In order to implement RAD as JACC provider, we need to 

investigate whether a match exists between the interface of 
RAD and the interface of JACC.  Fortunately, our study 
indicates that such a match exists. 

The idea is to design an adapter class that acts between an 
EJB container and the RAD service, making the authorization 
process transparent.  According to the example provided in 
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Figure 3.  Interaction diagram of EJB container, Adapter Object, and RAD service components. 

 
 
previous section, when a EJB method is being accessed, the 
security runtime delegates the authorization decision to a 
JACC provider by calling the implies() function with 
ProtectionDomain and Permission objects as the parameters.  
On the other hand, in RAD’s perspective, the RAD client will 
call ADO’s access_allowed() function with ResourceName, 
Operation, and AttributeList as the parameters.  The job of the 
adapter class is to transform ProtectionDomain and 
Permission objects from the EJB container into 
ResourceName, Operation, and AttributeList as required by 
RAD service. 

As mentioned earlier, RAD does not attempt to interpret the 
semantics of the resource name.  If we treat a “protected 
method” as a “resource,” and let the operation be “use,” then 
“calling a protected method” would map into “using a 
protected resource,” which makes perfect sense in RAD’s 
context.  In other words, ResourceName and Operation can be 
extracted from the Permission object.  Moreover, since 
ProtectionDomain class encapsulates the characteristics of a 
domain, which encloses a set of classes whose instances are 
granted a set of permissions when being executed on behalf of 
a given set of Principals, AttributeList can be extracted from 
ProtectionDomain object.  Therefore, there is sufficient 
evidence showing that RAD can be implemented as a JACC 
provider.  Figure 3 shows the interaction among an EJB 
container, Adapter Object, and RAD service components. 

 

V. CONCLUSION AND FUTURE WORK 
The RAD architecture is designed to allow fine-grain 

application-level access control in such a way that the 
functional design of application systems is separated from 
complexity and idiosyncrasies of particular enterprise access 
control policies.  Although RAD is a CORBA-based 
authorization service, the architecture is feasible on other 
distributed systems as well.  Seeing that J2EE is gaining 

popularity, there is a potential to implement RAD for J2EE. 
Currently an implementation of RAD as a JACC provider 

does not exist.  However, the fact that the Tivoli Access 
Manager security utility, which is embedded within IBM’s 
WebSphere Application Server Version 6.0, is JACC-
compliant shows that JACC is being utilized.  Implementing 
RAD as a JACC provider will ease RAD’s transition into the 
java enterprise platform. 

A high-level design of implementing RAD as JACC 
provider has been proposed and presented.  The actual 
implementation of RAD for J2EE is left for future work. 
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